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E-97:.+617.+L 0.7:4/60L “1б,+3.A< 4-620412” (О() 56-74/+2,L-/ 41б1B +6-.: 
M,1б+,@.1B C;1.1803-4;1B ;1.;:6-.?00 0 51/-.?0+,@.1 45141б.+ 4/+/@ 51,-8 
7,L 51,0/03-4;1M1 415-6.03-4/2+ 8-97: 6+K,03.A80 4:бP-;/+80. >+ 4-M17.LD.0B 
7-.@ .+0б1,-- 2,0L/-,@.A80 :3+4/.0;+80 2 7+..1B ;1.;:6-./.1B 46-7- 14/+J/4L 
M14:7+64/2+. (NG 0 )0/+B +;/02.1 56-7560.08+J/ D+M0 7,L :40,-.0L 421-B 
51K0?00 2 4I-6- О(, 2 3+4/.14/0 5146-74/218 6+K,03.A< 8-/1712 6-M:,0612+.0L. 
' 4/+/@- 6+448+/602+J/4L 4/6+/-M00 M14:7+64/2-..1M1 6-M:,0612+.0L, ;1/16A- 
;,+440I0?0612+.A ;+; “51K0/02.A-” 0 “.-M+/02.A-”, + /+;9- ;+; “1б161.0/-,@.A-” 0 
“.+4/:5+/-,@.A-”; 5602-7-.A 5608-6A 7,L ;+971M1 /05+. F612-7-. 7-/+,@.AB +.+,0K 
.+?01.+,@.A< 4/6+/-M0B (1-70.-..A< N/+/12 0 )0/+L ;+; ;1.?-5/:+,@.A< 5,+.12 
6-M:,0612+.0L “1б,+3.A< 4-620412”, K+L2,-..A< 2 1I0?0+,@.A< 71;:8-./+<. Q-/+,@.1 
6+4481/6-.A 71;:8-./A 8-97:.+617.A< 8-956+20/-,@4/2-..A< 16M+.0K+?0B 0 
0.4/0/:/12 M,1б+,@.1M1 :56+2,-.0L, 3-6-K ;1/16A- 4/6+.A 6-+,0K:J/ 4210 4/6+/-M00 
51 6-M:,0612+.0J О(, ;+; 51 1/7-,@.14/0, /+; 0 4 0< 4128-4/.A8 :3+4/0-8. F-6-304,-.A 
1бR0- 0 141б-..A- 3-6/A 51,0/0;0 (NG 0 )>Р ;+; 2 I168:,0612+.00 .+?01.+,@.A< 
4/6+/-M0B, /+; 0 2 560.?05+<, 7-;,+606:-8A< .+ :612.- 8-97:.+617.A< 0.4/0/:/12. 
F17/2-697-.+ .+:3.+L M051/-K+ 1 /18, 3/1 6-M:,0612+.0- О( I+;/03-4;0 0451,@K:-/4L 
;+; 0.4/6:8-./ 8-97:.+617.1M1 51,0/03-4;1M1 2,0L.0L. G2/16 156-7-,0, ;,J3-2A- 
I+;/16A 6+K20/0L 8-97:.+617.1B 404/-8A 6-M:,0612+.0L 2 4I-6- О(: 6+K20/0- 
/-<.1,1M03-4;1B 4I-6A О( 0 /6+.4I168+?0L 806121M1 516L7;+. S+;9- 4I168:,0612+, 
14.12.:J 4?-.+6.:J 14@ – б16@б+ (NG 0 )0/+L K+ 7180.0612+.0- 2 4/6+.+< 0 
6-M01.+< !,1б+,@.1M1 TM+. >+ 14.12+.00 C/1M1 +2/16 56-7,190, 4?-.+6.AB 561M.1K 
6+K20/0L 8-97:.+617.1M1 6-M:,0612+.0L “1б,+3.A< 4-620412”: ;1.I61./+?01..AB 
(;1.;:6-.?0L 08--/ 56-08:R-4/2-..1 51,0/03-4;0B <+6+;/-6, :2-,0302+J/4L 604;0 
I6+M8-./+?00 0./-6.-/+, 56104<170/ 702-6M-.?0L /-<.03-4;0< 4/+.7+6/12, 6+4/-/ 
2-61L/.14/@ 7-4/6:;/02.A< 7-B4/20B, 2;,J3+L 5608-.-.0- О( 2 21-..A< ?-,L<) 
0 ;1.4-.4:4.AB (8-97:.+617.+L ;1.2-6M-.?0L 21 24-< +45-;/+< 6-M:,0612+.0L 

)1./-./ 714/:5-. 517 ,0?-.K0-B Creative Commons Attribution 4.0 License.
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О( – /-<.03-4;+L 4/+.7+6/0K+?0L, J60703-4;0- .168A 0 C;1.1803-4;0- 56+20,+, 
14.12151,+M+JR0- 560.?05A K+R0/A 5-641.+,@.A< 7+..A< 0 41б,J7-.0L 
.+?01.+,@.A< 0./-6-412 24-< 4/6+.). 

0лючевые AлBвC: ;0б-651,0/0;+, Kuberpolitik, И)S, “1б,+3.A- 4-6204A”, 
8-97:.+617.A- 1/.1D-.0L, 6-M:,0612+.0-, ;1.;:6-.?0L, 4:2-6-.0/-/, (NG, )0/+B.

0BDEлFGH  FDHеIеABв: +2/16 K+L2,L-/ 1б 1/4:/4/200 ;1.I,0;/+ 0./-6-412 
I0.+.4121M1 0 .-I0.+.4121M1 <+6+;/-6+.

JFDCDAFIBвCDFе:  +2/16 K+L2,L-/ 1б 1/4:/4/200 2.-D.-M1 I0.+.40612+.0L.
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The international cloud services industry represents an arena of global economic competition and has 
the potential to become a 3eld for political rivalry among various actors. States remain the primary 
actors in this competitive landscape, with the U.S. and China actively enhancing their positions 
through various regulatory measures. The article examines government regulation strategies, 
categorising them into ‘positive’ and ‘negative’ as well as ‘defensive’ and ‘o4ensive’, with examples 
provided for each. A thorough analysis of national strategies from o5cial U.S. and Chinese documents 
reveals their conceptual approaches to cloud services regulation. The documents of international 
intergovernmental organisations and global governance institutions through which countries 
implement (both individually and in their collaborative participation) their strategies for regulating 
cloud services were examined in detail. Commonalities and di4erences in the regulatory policies of 
the U.S. and China are highlighted, both in their national strategies and in principles articulated at the 
international level. The study con3rms the hypothesis that cloud services regulation serves as a tool 
for international political in6uence. Key factors in the evolution of the international regulatory system 
for cloud services are identi3ed, including their further technological development and shifts in the 
global order. The primary scenario axis is identi3ed as the U.S.–China competition for dominance in 
the Global South. Based on these 3ndings, the author presents a scenario forecast for the future of 
international cloud services regulation. Two potential outcomes are considered: the confrontational 
one leading to increased political competition, bearing risks of Internet fragmentation, divergence 
in technical standards, and a higher likelihood of destructive actions, including military use of cloud 
services; and the consensual one, resulting in international convergence on all aspects of cloud 
services regulation, including technical standardisation, legal norms, economic rules, fundamental 
principles of personal data protection and respect for national interests of all states.

Keywords: cyberpolitics, Kuberpolitik, ICT, cloud services, international relations, regulation, 
competition, sovereignty, USA, China. 
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“Об,+3.A- 4-6204A” – CII-;/02.AB 0.4/6:8-./ 8-97:.+617.1M1 2,0L.0L, 
3/1 517/2-697+-/4L ;+3-4/2-..1B <+6+;/-604/0;1B 0< /-<.03-4;0< ;1851.-./12, 
;1,03-4/2-..1B <+6+;/-604/0;1B M,1б+,@.1M1 6A.;+ О(, + /+;9- 4156L9-..A80 
21K819.14/L80 0 :M61K+80, 21K.0;+JR080 2 8-97:.+617.1B 46-7-.

' 6+8;+< 56-7A7:R0< 044,-712+.0B +2/16+ [1] M,+2.AB +;?-./ бA, 47-,+. .+ 
21K819.14/L< 0451,@K12+.0L M14:7+64/2-..1M1 6-M:,0612+.0L О( 2 ;+3-4/2- 0.4/6:8-./+ 
8-97:.+617.1M1 2,0L.0L, 51C/18: 2 7+..1B 4/+/@- +.+,0K06:J/4L ;1.;6-/.A- .+8-6-.0L 
0 561L2,-.0L 0451,@K12+.0L C/1M1 0.4/6:8-./+ .+ 5608-6- (NG 0 )0/+L – 3-6-K 
.+?01.+,@.A- 4/6+/-M00 0 7-L/-,@.14/@ 2 8-97:.+617.A< 0.4/0/:/+<.

V0I6121- 561/0214/1L.0- (NG 0 )0/+L 1<2+/A2+-/ D061;0B 45-;/6 И)S, 560K.+-/4L 
044,-712+/-,L80 ;+; 2AD-7D-- K+ 6+8;0 C;1.1803-4;1B 46-7A 0 2 K.+30/-,@.1B 4/-5-.0 
6-+,0K:-/4L ;+; 2 51,0/03-4;1B, /+; 0 07-1,1M03-4;1B 4I-6+<. Р1440B4;0- +8-60;+.04/A 
>.G. V2-/;12+ 0 G.>. (A/.0; 1504A2+J/, ;+; ;0б-640,+ )0/+L (4I1680612+..+L K+ 43-/ 
4:2-6-..1M1 0./-6.-/+, .+?01.+,@.A< 5,+/I168 0 +55+6+/.A< 46-74/2), .-481/6L .+ 
24- C;1.1803-4;0- 0 51,0/03-4;0- 515A/;0 (NG 561/0214/1L/@ )0/+J, 5176A2+-/ 
+8-60;+.4;1- M,1б+,@.1- ,07-64/21 2 /-<.1,1M03-4;1B 4I-6- [2].

F1,0/0;+ (NG 0 )>Р 2 C/18 561/0214/1L.00 ;,+440I0?06:-/4L 61440B4;08 C;45-6/18 
2 1б,+4/0 044,-712+.0L .+:;0 0 0..12+?0B И.'. Q+.0,0.A8 ;+; “.-1/-<.1.+?01.+,0K8”, 
;1/16AB 413-/+-/ 6+K,03.A- 517<17A (;,+4403-4;0- 561/-;?01.04/4;0- 0 M,1б+,@.A- 
,0б-6+,@.A- /16M121-C;1.1803-4;0-) 0 0451,@K:-/ (M-1)51,0/03-4;0- 0.4/6:8-./A (1/ 
+,@L.412 71 4+.;?0B) [3].

И44,-712+/-,0 >-8-?;1M1 0.4/0/:/+ 8-97:.+617.A< 1/.1D-.0B 0 б-K15+4.14/0 
(!-68+.0L) E. W:,@?- 0 Q. '1,@4-. <+6+;/-60K:J/ /-<.1,1M03-4;1- 56-214<174/21 ;+; 
I:.7+8-./+,@.:J 14.12: C;1.1803-4;1B 0 21-..1B 81R0 0 .+ 5608-6- (NG 0 )0/+L 
I168:,06:J/ 51.L/0- “/-<.151,0/03-4;+L 4I-6+ 2,0L.0L” ;+; 46-74/21 561-?0612+.0L 
8-97:.+617.1B 40,A [4].

G.+,0K06:L +8-60;+.4;0- 0 ;0/+B4;0- 1I0?0+,@.A- 4/6+/-M03-4;0- 71;:8-./A, 
044,-712+/-,0 ИEXEО РG> Y.'. F+.;12+ 0 О.'. !:4+612+ 156-7-,LJ/ “1б,+3.A- 4-6204A” 
;+; 17.: 0K ;60/03-4;0 2+9.A< K+6197+JR0<4L /-<.1,1M0B ()'ZS), 45141б.A< 1;+K+/@ 
2,0L.0- .+ 8-97:.+617.:J б-K15+4.14/@ 0 4/+б0,@.14/@ [5]. И< ;1,,-M+, C;45-6/ 2 1б,+4/0 
8-97:.+617.1B б-K15+4.14/0, >.F. Р18+D;0.+ 5602170/ 7-/+,@.AB 1бK16 C21,J?00 
6-M:,0612+.0L И)S 2 ;1./-;4/- 8-97:.+617.1B б-K15+4.14/0 .+ :612.- ОО>, 51;+KA2+-/ 
;,J3-2A- 6+K,030L 2 517<17+< (NG 0 Р14400 ()0/+B 5607-6902+-/4L 4<19-B 4 61440B4;1B 
817-,0), + /+;9- 5173-6;02+-/ 2+9.14/@ 714/09-.0L ;1.4-.4:4+ 51 C/1B 561б,-8- 08-..1 
.+ :612.- ОО> [6]. F60 C/18 >.F. Р18+D;0.+ 7-,+-/ 2A217 1 /18, 3/1 .+ 4-M17.LD.0B 7-.@ 
1/4:/4/2:-/ -70.AB 8-97:.+617.1-56+2121B 6-908, 6-M:,06:JR0B 4I-6: И)S, 0 .0 17.1 
M14:7+64/21 2 806- .- 819-/ 430/+/@ 4-бL 51,.14/@J K+R0R-..A8 1/ /6+.4M6+.03.A< 
0.I168+?01..A< :M61K. 

Q.G. Q-M/-6-2, E.(. Р+803 0 Q.G. F04;:.12 .+ 5608-6- ;,J3-2A< 51K0?01..A< 
71;:8-./12 (NG 0 )0/+L, 560.L/A< .+ .+?01.+,@.18 0 4 0< :3+4/0-8 – 8-97:.+617.18 
:612.-, 51;+KA2+J/, ;+; C/0 4/6+.A 0451,@K:J/ 6-M:,0612+.0- ;0б-65614/6+.4/2+ 
2 ;+3-4/2- 17.1B 0K I168 8-97:.+617.1B 2,+4/0 [7]. ' 3+4/.14/0, +2/16A 2A7-,LJ/ 
;,J3-2A- 4/6+.12A- 1/,030L 2 817-,L< :56+2,-.0L 0./-6.-/18:

 – (NG 5608-.LJ/ 8.1M14/161..JJ 817-,@ :56+2,-.0L ;0б-65614/6+.4/218 4 
D061;08 :3+4/0-8 .-M14:7+64/2-..A<, 3+4/.A< 0 1бR-4/2-..A< 16M+.0K+?0B 
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(multistakeholder);
 – )0/+B /+;9- 5608-.L-/ 8.1M14/161..JJ 817-,@, .1 4 2-7:R-B 61,@J M14:7+64/2 

2 6+8;+< ОО> (multilateral). 

E.(. Р+803 0 Q.G. F04;:.12 I168:,06:J/ 561б,-8: 4-;@J60/0K+?00 0.I168+?01..1M1 
5614/6+.4/2+ (2;,J3+L “1б,+3.A- 4-6204A”), + /+;9- 156-7-,LJ/ 0-6+6<0J 404/-8A 
M,1б+,@.1M1 6-M:,0612+.0L, 2 ;1/161B (NG 0 )0/+B K+.08+J/ 51K0?0J “41K7+/-,-B 56+20,”, 
.1 560 C/18 (NG ;,+440I0?06:-/4L ;+; .+02A4D0B I :612-.@ +;/1612 (,07-64/21 2 M,1б+,@.18 
:56+2,-.00 И)S), + )0/+B ;+; II :612-.@ (4:R-4/2-..1- 2,0L.0L .+ M,1б+,@.1- :56+2,-.0- 
И)S) [8].

G4506+./ F+7:+.4;1M1 :.02-640/-/+ (И/+,0L) (. H6+/0.0 4128-4/.1 41 421080 
;1,,-M+80 0K 6L7+ -2615-B4;0< 2:K12 .+ 14.12+.00 72:< ;,J3-2A< ;60/-60-2 (46-74/2+ 
0 ?-,0 714/09-.0L ?0I6121M1 4:2-6-.0/-/+) 1504+,0 3-/A6- 817-,0 ?0I6121M1 
4:2-6-.0/-/+: 14.12+..+L .+ 56+2+<, 6A.13.1-160-./0612+..+L, ?-./6+,0K+?00 0 
14.12+..+L .+ M14:7+64/2- [9]. 20 4/6+. бA,0 ;,+440I0?0612+.A 51 C/1B 404/-8-, 2 /18 
304,- (NG 0 )0/+B:

 – (NG 6-+,0K:-/ 6A.13.1-160-./0612+..:J 817-,@ – M14:7+64/2-..1- 
6-M:,0612+.0- ;+; M+6+./ ?-..14/-B C;1.1803-4;1B 51,0/0;0 .-28-D+/-,@4/2+ 
(laissez-faire) 0 14.12+..A- .+ ;1.;:6-.?00 6A.13.A- 56-08:R-4/2+ 0 0..12+?00;

 – )0/+B 1506+-/4L .+ M14:7+64/2-..03-4;:J 817-,@ – 6+K8A/A- M6+.0?A 8-97: 
M14:7+64/2-..A8 0 3+4/.A8 4-;/16+80, ;1.?-5/:+,0K+?0L ?0I612A< 8-70+ ;+; 
46-74/2+ M14:7+64/2-..1M1 4/610/-,@4/2+ 0 41?0+,@.1-C;1.1803-4;1M1 614/+, 
;2+K051,.+L 4+811б-45-3-..14/@ 1/-3-4/2-..A80 ?0I612A80 5612+B7-6+80 0 
6-4:64+80, 8+4D/+б.A- 0.2-4/0?00 2 .12A- /-<.1,1M00 0 9-,+.0- C;4516/0612+/@ 
.168A 6-M:,0612+.0L 0 ?0I612A- 4/+.7+6/A.

Q1?-./ ;+I-76A ;0/+B4;1M1 56+2+ 0 :56+2,-.0L 2 Y-B7-.4;18 :.02-640/-/- 
(>07-6,+.7A) Р. )608-6c 044,-7:-/ 141б-..14/0 )0/+L 51 6-M:,0612+.0J И)S 0 .+ 14.12+.00 
2 /18 304,- +.+,0K+ .+?01.+,@.A< 4/6+/-M03-4;0< 71;:8-./12 156-7-,L-/ 4,-7:JR0- 
;,J3-2A- 1/,030L 1/ K+5+7.A< 4/6+. 2 0./-656-/+?00 ;1.?-5?0B б-K15+4.14/0: 

 – )>Р 156-7-,L-/ ;0б-6б-K15+4.14/@ 56-08:R-4/2-..1 3-6-K 0.I168+?01..:J 
б-K15+4.14/@, + K+5+7.A- 4/6+.A – 3-6-K ?-,14/.14/@, 4/+б0,@.14/@ 0 
I:.;?01.0612+.0- 0.I168+?01..A< 404/-8 0 <6+.LR0<4L 2 .0< 7+..A<;

 – F-;0. 2 421-B ;0б-651,0/0;- :7-,L-/ б1,@D- 2.08+.0L C;1.1803-4;18: 
6+K20/0J, 2 /1 26-8L ;+; '+D0.M/1. – 21-..A8, 6+K2-7A2+/-,@.A8 0 76:M08 
215614+8 .+?01.+,@.1B б-K15+4.14/0 [10].

Р. )608-6c 1бPL4.L-/ C/1 3-6-K /60 ;,J3-2A< 560.?05+ )0/+L, ,-9+R0< 2 14.12- 
;0/+B4;1M1 156-7-,-.0L 4:2-6-.0/-/+ 2 ;0б-65614/6+.4/2-:

 – .+?01.+,@.A- 56+20/-,@4/2+ 08-J/ 4:2-6-..A- 56+2+ 51 K+R0/- 1/ 76:M0< 
.+?01.+,@.A< 56+20/-,@4/2;

 – .+?01.+,@.A- 56+20/-,@4/2+ 08-J/ 4:2-6-.0/-/ .+7 24-80 .-M14:7+64/2-..A80 
4:бP-;/+80, ;+; 2.:/60 4/6+.A, /+; 0 K+ 6:б-918;

 – 4:2-6-..1- 6+2.156+20- M14:7+64/2 2 :56+2,-.00 0./-6.-/18 (.0 17.1 
M14:7+64/21 .- 71,9.1 08-/@ б1,@D- 2,+4/0, 3-8 76:M0-, 0,0 4/6-80/@4L ; 
M-M-81.00).

)608-6c 1504A2+-/ ;,J3-2A- ?-,0, ;1/16A< )0/+B 4/6-80/4L 714/03@ 5146-74/218 
6-M:,0612+.0L ;0б-65614/6+.4/2+: 17.1K.+3.+L 07-./0I0?06:-814/@ ;+971M1 4:бP-;/+ 
2 ;0б-646-7-, 561K6+3.14/@ 0.I168+?01..A< 51/1;12 0 21K819.14/@ 5612-7-.0L +:70/+ 
2A51,.-.0L /6-б12+.0B .168+/02.A< +;/12 [11].

V-,@ .+4/1LR-M1 044,-712+.0L – 5612-4/0 +.+,0K 0 7+/@ 561M.1K I+;/03-4;1M1 
0451,@K12+.0L 6-M:,0612+.0L 4I-6A “1б,+3.A< 4-620412” ;+; 0.4/6:8-./+ 
8-97:.+617.1M1 2,0L.0L. Z+7+30 044,-712+.0L:

1) 561+.+,0K0612+/@ 1I0?0+,@.A- 4/6+/-M00 (NG 0 )0/+L 2 3+4/0 6-M:,0612+.0L 
О(;

2) 46+2.0/@ 42LK+..:J 4 6-M:,0612+.0-8 О( 7-L/-,@.14/@ (NG 0 )0/+L 2 6+8;+< 
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Я 8-97:.+617.A< 8-956+20/-,@4/2-..A< 16M+.0K+?0B, 0./-M6+?01..A< I168+/12 
0 .-I168+,@.A< I16:812 M,1б+,@.1M1 :56+2,-.0L;

3) 6+K6+б1/+/@ 21K819.A- 561M.1KA 6+K20/0L 4I-6A 6-M:,0612+.0L О(.

(/+/@L 417-690/ 3-/A6- 6+K7-,+, 4I1680612+..A< 04<17L 0K 514/+2,-..A< 
+2/1618 K+7+3 044,-712+.0L. ' 5-6218 1б14.12+. 2Aб16 8-/171,1M00, 4I168:,0612+.+ 
.+:3.+L M051/-K+. '1 2/1618 6+4481/6-.A 6+K,03.A- /05A 4/6+/-M0B M14:7+64/2-..1M1 
6-M:,0612+.0L, 2AL2,-.+ 45-?0I0;+ M14:7+64/2-..A< 4/6+/-M0B (;+; ;1.?-5/:+,@.A< 
5,+.12) 0 51,0/0;0 (NG 0 )0/+L 51 8-97:.+617.18: 2,0L.0J 2 4I-6- “1б,+3.A< 4-620412”, 
7+.+ 46+2.0/-,@.+L <+6+;/-604/0;+ 6-+,0K:-8A< C/080 4/6+.+80 4/6+/-M0B. ' /6-/@-8 
6+K7-,- 1504+.A 8-97:.+617.A- 8-956+20/-,@4/2-..A- 16M+.0K+?00 ;+; 0.4/6:8-./ 
6-M:,0612+.0L .+ 5608-6- (NG 0 )0/+L, 41514/+2,-.+ 8-97:.+617.+L 7-L/-,@.14/@ 
C/0< 4/6+.. ' 514,-7.-B 3+4/0 56-74/+2,-. +2/164;0B 561M.1K б:7:R-M1 6+K20/0L 4I-6A 
6-M:,0612+.0L M,1б+,@.1B 0.7:4/600 О(.

2Е1О4ОЛОГИЯ

' ;1./-;4/- 8-97:.+617.1M1 2,0L.0L 2+9.1 6+K,03+/@ 21K819.14/0 0 .+8-6-.0L [1]. 
(/6+.+ 819-/ 1б,+7+/@ 1M618.A8 51/-.?0+,18 2,0L.0L, .1 .- 6-+,0K12A2+/@ -M1 212.- 
0, .+1б161/, 100% 4210< 2.:/6-..0< 21K819.14/-B 0451,@K12+/@ 560 2K+0817-B4/200 4 
76:M080 4:бP-;/+80 404/-8A 0,0 7,L 21K7-B4/20L .+ .0< [12]. >+8-6-.0L /+;1M1 2,0L.0L 
156-7-,LJ/4L ;1.;6-/.A80 5,+.+80 8-97:.+617.1M1 21K7-B4/20L (4/6+/-M00, ;1.?-5?00 
0 56.) 0/0,0 ?-,-.+56+2,-..A80 7-B4/20L80 (5-6-M1216A, 4+.;?00), ;1/16A- 414/+2,LJ/ 
6-+,@.:J 81R@ 4:бP-;/+.

E-97:.+617.1- 2,0L.0- 2 4I-6- И)S I168+,0K12+.1 +2/1618 4 5181R@J 51.L/0L 
Kuberpolitik, ;1/161- 156-7-,L-/ 4:бP-;/A, 1бP-;/A 0 8-/17A 2,0L.0L 2 C/1B 4I-6-1. 

Q,L ?-,-B 7+..1M1 044,-712+.0L 2Aб6+. /05 4:бP-;/+ “M14:7+64/2+, 0< 41JKA 0 
;1+,0?00, (4:б)6-M01.+,@.A- 0./-M6+?01..A- 1бP-70.-.0L”, ;1/16AB 2 .+4/1LR-- 26-8L 
24- -R- 1б,+7+-/ .+0б1,@D080 21K819.14/L80 7,L 6-+,0K+?00 8-97:.+617.1M1 2,0L.0L. 
' 3+4/.14/0, 6+448+/602+J/4L (NG 0 )>Р ;+; ,07-6A 0 404/-811б6+K:JR0- 4:бP-;/A 
8-97:.+617.1B 4I-6A И)S [12].

(:R-4/2:J/ 6+K.A- 8-/17A (0.4/6:8-./A) 8-97:.+617.1M1 2,0L.0L: 56+212A-, 
;:,@/:6.A-, 51,0/03-4;0- 0 C;1.1803-4;0- [13]. ' 6+8;+< 7+..1M1 044,-712+.0L 
“6-M:,0612+.0-” 6+448+/602+-/4L ;+; 4121;:5.14/@ 51,0/03-4;0< 0 C;1.1803-4;0< 
8-/1712. Р-M:,0612+.0- 819-/ 08-/@ “51K0/02.AB” 0 “.-M+/02.AB” <+6+;/-6 0 
6-+,0K12A2+/@4L ;+; “1б161.0/-,@.A80”, /+; 0 “.+4/:5+/-,@.A80” 4/6+/-M0L80. 

' 5-621B 3+4/0 044,-712+.0L бA,+ 71;+K+.+ .+:3.+L M051/-K+ 1 /18, 3/1 6-M:,0612+.0- 
“1б,+3.A< 4-620412” 56-714/+2,L-/ M14:7+64/2+8 21K819.14/@ 8-97:.+617.1M1 2,0L.0L 
[1]. ' 6+8;+< 2/161B 3+4/0 +2/16 I168:,06:-/ 7151,.0/-,@.:J M051/-K: 1 /18, 3/1 4/6+.A 2 
7-B4/20/-,@.14/0 08-J/ .+8-6-.0L 51 0451,@K12+.0J 6-M:,0612+.0L “1б,+3.A< 4-620412” 
2 ;+3-4/2- 0.4/6:8-./+ 8-97:.+617.1B ;1.;:6-.?00. ' 3+4/.14/0, 56+20/-,@4/2+ (NG 0 
)0/+L 0451,@K:J/ 8-/17A M14:7+64/2-..1M1 +780.04/6+/02.1M1 6-M:,0612+.0L 2 б16@б- K+ 
806121- ?0I6121- ,07-64/21, 514;1,@;: K+0./-6-412+.A 2 4/08:,0612+.00 1/-3-4/2-..A< 
5-645-;/02.A< ?0I612A< /-<.1,1M0B 0 0..12+?01..A< 561?-4412 2 1/7-,@.A< 1/6+4,L< 0 
2 8+4D/+б- 24-B .+?01.+,@.1B C;1.180;0, K+R0/- 0 5617209-.00 0./-6-412 42-6<;6:5.A< 
.+?01.+,@.A< /-<.1,1M03-4;0< ;16516+?0B 2 ;1.;:6-./.1B б16@б- K+ ?0I612A- 6A.;0 0 
415-6.03-4/2- ?0I612A< 5,+/I168.

1 Kuberpolitik (1/ 76. – M6-3. 789:; “:56+2,L/@” + .-8. politik “51,0/0;+”), 0,0 ):б-651,0/0;, ;185,-;4.+L ;0б-651,0/0;+, comprehensive 
cyberpolitics – 6+K7-, 51,0/03-4;1B .+:;0, 0K:3+JR0B 80612:J 51,0/0;: 2 4I-6- 0.I168+?01..1-;188:.0;+?01..A< /-<.1,1M0B, 
2 3+4/.14/0 /1, ;+; 6+K.A- /05A 8-97:.+617.A< 4:бP-;/12, 0451,@K:L 6+K,03.A- 8-/17A 21K7-B4/20L .+ 6+K.A- 1бP-;/A 
41?01/-<.03-4;0< (0451,@K:JR0< И)S) 0 41?01/-<.1,1M03-4;0< (6+K6+б+/A2+JR0< И)S) 404/-8, 81M:/ 1;+KA2+/@ 56L81- 0,0 
15146-712+..1- 2,0L.0- .+ 76:M0< 8-97:.+617.A< 4:бP-;/12 [13].
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G2/16 +.+,0K06:-/ 6+K,03.A- I168A 6-+,0K+?00 M14:7+64/2-..A< 8-/1712 
6-M:,0612+.0L “1б,+3.A< 4-620412” 3-6-K: 

 – 1I0?0+,@.A- 4/6+/-M00 (0 42LK+..A- 71;:8-./A), 560.L/A- .+ :612.- 6+K,03.A< 
56+20/-,@4/2-..A< 4/6:;/:6; 

 – 7-L/-,@.14/@ 2 6+8;+< 8-97:.+617.A< 16M+.0K+?0B 0 I16:812 6-M01.+,@.1M1 0 
M,1б+,@.1M1 :612.-B.

G.+,0K06:-8A- 4/6+/-M00 4M6:550612+.A 51 4/6+.+8 ((NG 0 )>Р) 0 56-74/+2,-.A 2 
<61.1,1M03-4;18 516L7;- 51 7+/- 0< 560.L/0L/5:б,0;+?00. '4- 1504+..A- 8-97:.+617.A- 
16M+.0K+?00 0 I16:8A 6+Kб0/A .+ /60 M6:55A 51 :3+4/0J 4/6+. (/1,@;1 (NG, /1,@;1 )>Р, (NG 0 
)>Р 28-4/-) 0 5-6-304,-.A 2 <61.1,1M03-4;18 516L7;- 51 7+/- 0< 14.12+.0L/I1680612+.0L.

Q,L 561M.1K0612+.0L 6+K20/0L 4I-6A 6-M:,0612+.0L О( +2/16 15-606:-/ 
4,-7:JR080 51.L/0L80:

 – ;,J3-2A- I+;/16A 6+K20/0L, 0,0 7209:R0- 40,A, – 46-70 8.19-4/2+ 5-6-8-..A<, 
156-7-,LJR0< б:7:R-- 6+K20/0- 404/-8A, 2Aб06+J/4L /-, ;1/16A- 08-J/ 
.+0б1,@D-- 2,0L.0- 0 2 /1 9- 26-8L .+0б1,-- .-K+20408A 4+80 51 4-б- 
0 156-7-,LJ/4L 2 6+8;+< ;1.;6-/.A< 4I-6 (41?0+,@.A-, /-<.1,1M03-4;0-, 
C;1.1803-4;0-, 51,0/03-4;0-, 1;6:9+JR-B 46-7A) [14];

 – ?-./6+,@.AB /6-.7, 0,0 14.12.+L 4?-.+6.+L 14@, – 1504A2+-/ /+;0- 561?-44A, 
;1/16A- 4 2A41;1B 4/-5-.@J 2-61L/.14/0 б:7:/ 561/-;+/@ 560 56130< 6+2.A< 
:4,120L< (/1 -4/@ 2.- K+2040814/0 1/ 2+60+/02.14/0 1504+..A< 2AD- I+;/1612) 
[15];

 – 4?-.+60B 6+K20/0L – 17.+ 0K 8.19-4/2+ +,@/-6.+/02, 4I1680612+..+L 
;18б0.+?0-B ;,J3-2A< I+;/1612 2 6+8;+< ?-./6+,@.1M1 /6-.7+, ;1/16+L 
819-/ бA/@ /+;9- 517;6-5,-.+ “04/160-B б:7:R-M1”, 156-7-,-..1B 3-6-K 8-/17 
“0K:3-.0L 4?-.+60-2” [16] (560 514/61-.00 561M.1K+ +2/16 5612170/ +.+,1M0J 4 
04/160-B I1680612+.0L 0 6+K20/0L “51,0/0;0 .-I/0”).

/1Р)1ЕГИИ ГО/У4)Р/1(ЕННОГО РЕГУЛИРО()НИЯ

G.+,0K06:L 8-/17A 8-97:.+617.1M1 2,0L.0L 5608-.0/-,@.1 ; “1б,+3.A8 
4-6204+8”, 819.1 2A7-,0/@ 4,-7:JR0- 2-;/16A, ;1/16A- 2 .+4/1LR-- 26-8L 6-+,0K:J/4L 
2 .+0б1,@D-B 4/-5-.0:

 – 17.0 M14:7+64/2+ 2,0LJ/ .+ 76:M0-;
 – M14:7+64/2+ 2,0LJ/ .+ 0.14/6+..A- ;188-63-4;0- 16M+.0K+?00;
 – M14:7+64/2+ 2,0LJ/ .+ 3+4/.A- ,0?+.

Р-M:,0612+.0- 819-/ 08-/@ “51K0/02.AB” 0 “.-M+/02.AB” <+6+;/-6 (0, 411/2-/4/2-..1, 
1;+KA2+/@ ;1.4/6:;/02.AB 0,0 7-4/6:;/02.AB CII-;/).

“F1K0/02.1-” 6-M:,0612+.0- .+56+2,-.1 .+ 41K7+.0- б,+M1560L/.A< :4,120B 7,L 
6+K20/0L 1/-3-4/2-..A< О(, ;+; .+ .+?01.+,@.18 :612.- (561M6+88A, 4/6+/-M00, 561-;/A), 
/+; 0 .+ 8-97:.+617.18 (8-97:.+617.A- 4/+.7+6/A, +441?0+?00, 561-;/A). “>-M+/02.1-” 
56-751,+M+-/ 6-+,0K+?0J 56+20/-,@4/2-..1B 51,0/0;0 51 1M6+.03-.0J 6+K20/0L 0 
6+45614/6+.-.0L 0.14/6+..A< О( – .+5608-6, 4+.;?00 (NG 561/02 ;+/+B4;0< ;185+.0B 
– 0/0,0 0451,@K12+.0- 1/-3-4/2-..A< /-<.1,1M0B 4 ?-,@J 8-97:.+617.1M1 2,0L.0L – ; 
5608-6:, D061;0- 51,.18130L (NG 51 0451,@K12+.0J 7+..A< О( (C,-;/61..+L 513/+, 
IP-/-,-I1.0L 0 56.) 7,L 4;6A/1M1 4,-9-.0L, 2 /18 304,- K+ 0.14/6+..A80 M6+97+.+80 0 
16M+.0K+?0L80.

S+;9- 819.1 ;,+440I0?0612+/@ M14:7+64/2-..A- 4/6+/-M00 6-M:,0612+.0L .+ 
“1б161.0/-,@.A-” 0 “.+4/:5+/-,@.A-”. “Об161.0/-,@.A-” 56-751,+M+J/ :8-.@D-.0- 
2,0L.0L 0.14/6+..A< 4:бP-;/12 .+ 2.:/6-..-8 6A.;-, “.+4/:5+/-,@.A-” 4/6+/-M00 
2;,J3+J/ D+M0, :;6-5,LJR0- .+?01.+,@.A- 21K819.14/0 2 3+4/0 0451,@K12+.0L 
/-<.1,1M0B 7,L 1;+K+.0L 2,0L.0L .+ 0.14/6+..A< 4:бP-;/12 (48. /+б,.).
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Я 1CKлFLC. E+/60?+ 5608-612 M14:7+64/2-..1M1 6-M:,0612+.0L (51 <+6+;/-6: 0 
4/6+/-M00 6-M:,0612+.0L) 

/HICHеMFN IеMOлFIBвCDFN

“ОKBIBDFHелPDCN” “НCAHOпCHелPDCN”

.C
IC

GH
еI
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FN
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S”

 – 4/08:,0612+/@ 6+K20/0- 
1/-3-4/2-..A< О(, ;1.;:606:JR0< 
4 0.14/6+..A80 +.+,1M+80 
.+ 2.:/6-..-8 6A.;- (0,0 9- 
6+K6+б1/+/@ 45041; 6-;18-.7:-8A< 
4-620412, 56-714/+2,L-8A< 
0.14/6+..A80 5+6/.-6+80);

 – 560.L/@ :3+4/0- 2 I1680612+.00 
8-97:.+617.1M1 6-908+, 
;1/16AB бA 6-M:,0612+, :4,120L 
56-714/+2,-.0L О( 4 3-/;08 
156-7-,-.0-8 56+2, 1бLK+..14/-B 
0 1/2-/4/2-..14/0 212,-3-..A< 
4/161..

 – 4/08:,0612+/@ 6+K20/0- 1/-3-4/2-..A< 
(.+?01.+,@.A<) О( 0 0< +;/02.1- 
5617209-.0- .+ 8-97:.+617.18 6A.;-;

 – 5177-6902+/@ 6+K2-7;: 8-/17+80 
5618AD,-..1M1 D501.+9+ 7,L 
K+084/212+.0L /-<.1,1M0B 4 ?-,@J 
41;6+R-.0L /-<.1,1M03-4;1M1 6+K6A2+.

“Н
еM

CH
Fв

Dы
S”

 – 51,.14/@J K+56-/0/@ 0451,@K12+.0- 
О(, ;1/16A- 56-714/+2,LJ/4L 
“.-76:9-4/2-..A80” 4/6+.+80 
0,0 6+K8-R+J/4L 2 .0< (2 
1/7-,@.A< 4,:3+L< K+56-/ 819-/ 
6+45614/6+.L/@4L 04;,J30/-,@.1 
.+ 0451,@K12+.0- О( 16M+.+80 
M14:7+64/2-..1B 2,+4/0).

 – K+56-/0/@ 0451,@K12+.0- 1/-3-4/2-..A< О( 
1/7-,@.A8 4/6+.+8 0,0 ;185+.0L8 (4+.;?00 
0 1M6+.030/-,@.A- 8-6A);

 – 0.0?00612+/@ 0/0,0 560.08+/@ +;/02.1- 
:3+4/0- 2 I1680612+.00 8-97:.+617.A< 
.168 0 4/+.7+6/12, ;1/16A- бA 56L81 0,0 
;142-..1 1M6+.0302+,0 6+45614/6+.-.0- 
О(, 56-714/+2,L-8A< 1/7-,@.A80 4/6+.+80 
0,0 ;185+.0L80;

 – 0451,@K12+/@ О( 7,L 4;6A/1M1 4,-9-.0L 
K+ 0.14/6+..A80 M6+97+.+80 0 
16M+.0K+?0L80;

 – 6-+,0K12A2+/@ ;0б-6+/+;0, .+56+2,-..A- 
561/02 О( ;1.;6-/.A< 4/6+. 0/0,0 
;185+.0B.

И4/13.0;: 414/+2,-.1 +2/1618.

(14/+20/@ 8+;408+,@.1 51,.:J ;+6/0.: 6+K6+б+/A2+-8A< 0 0451,@K:-8A< 8-/1712 
6-M:,0612+.0L 1/7-,@.1 2KL/1M1 M14:7+64/2+ 26L7 ,0 56-74/+2,L-/4L 21K819.A8, /+; 
;+; .-;1/16A- 0K C/0< 71;:8-./12 81M:/ бA/@ ,0б1 K+4-;6-3-.A, ,0б1 .- 5:б,0;12+/@4L 
2 1/;6A/18 714/:5-. S-8 .- 8-.-- 819.1 51,:30/@ 1бR-- 56-74/+2,-.0- 1 2-;/16+< 
6-M:,0612+.0L .+ 14.12+.00 5:б,0;:-8A< 4/6+/-M0B (71;:8-./12) 0 56121708A< 2 
8-97:.+617.1B 46-7- 8-61560L/0B, 2 0.0?0+/02.18 516L7;-, 2 72:4/161..-8 0,0 
8.1M14/161..-8 I168+/+<.

/HICHеMFN /8): KеRBпCADBAHP чеIеR TBUFDFIBвCDFе
НCLFBDCлPDCN GFKеIAHICHеMFN /8) (National Cyber Strategy of the USA), 517504+..+L 

2 4-./Lб6- 2018 M. 56-K07-./18 Q. S6+8518, 2 1/,030- 1/ 1504+..A< .09- б1,-- 51K7.0< 
4/6+/-M0B, <1/L 0 .- 417-690/ 56L81M1 :;+K+.0L .+ “1б,+3.A- 4-6204A”, /-8 .- 8-.-- 
08--/ 6L7 :/2-697-.0B, 56-7214<0R+JR0< :2-,03-.0- 2.08+.0L ; C/1B /-8- 2 б:7:R-8. 
' 3+4/.14/0:

 – 5173-6;02+-/4L 514/1L..+L ;1.;:6-.?0L (NG 41 4/6+/-M03-4;080 561/02.0;+80 
– Р1440-B, )0/+-8, И6+.18 0 (-2-6.1B )16--B;

 – ;1.4/+/06:-/4L, 3/1 ;60/03-4;+L 0.I6+4/6:;/:6+, .+?01.+,@.+L 1б161.+ 0 
5124-7.-2.+L 90K.@ +8-60;+.?-2 K+204L/ 1/ ;185@J/-6.A< 0 2K+08142LK+..A< 
0.I168+?01..A< /-<.1,1M0B;

 – 560217L/4L 5,+.A 51 817-6.0K+?00 K+;1.12 1б C,-;/61..18 4,-9-.00 7,L 4б16+ 
7+..A< 0 .+6:D-.0L ;6080.+,@.1B 0.I6+4/6:;/:6A;

 – (NG 7-;,+606:J/ .+8-6-.0- 41<6+.L/@ +;/02.:J 51K0?0J 8-97:.+617.1M1 
,07-6+ 7,L :40,-.0L 2,0L.0L 0 561/0217-B4/20L 6+4/:R-8: 45-;/6: :M61K 0 
2AK1212 42108 0./-6-4+8 2 ;0б-65614/6+.4/2-2.

2 National Cyberstrategy 2018. The White House. September 2018. Available at: https://trumpwhitehouse.archives.gov/wp-content/
uploads/2018/09/National-Cyber-Strategy.pdf (accessed 09.07.2024).
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' НCLFBDCлPDBS AHICHеMFF GFKеIKеRBпCADBAHF (National Cyber Strategy of the USA), 
517504+..1B 1 8+6/+ 2023 M. 56-K07-./18 Q9. [+B7-.18, :7-,L-/4L 714/+/13.1 б1,@D1- 
2.08+.0- /-8- “1бA3.A< 4-620412”3.

S+;, 2 3+4/0 :4/+.12,-.0L 56+20, 6-M:,0612+.0L ;0б-6б-K15+4.14/0 7,L K+R0/A 
;60/03-4;1B 0.I6+4/6:;/:6A +780.04/6+?0L (NG 5,+.06:-/ 2AL2,L/@ 561б-,A 2 
51,.18130L< M14:7+64/2-..A< 2-7184/2 7,L 2.-76-.0L б1,-- CII-;/02.A< 8-/1712 
;0б-6б-K15+4.14/0 2 0.7:4/600 “1б,+3.A< 2A304,-.0B” 0 76:M0< 2+9.A< 4/161..0< :4,:M, 
0 6+б1/+/@ 4 56-74/+20/-,L80 0.7:4/600, )1.M6-4418 0 6-M:,06:JR080 16M+.+80, 3/1бA 
K+;6A/@ /+;0- 561б-,A.

' 3+4/0 817-6.0K+?00 I-7-6+,@.A< И)S-404/-8 I-7-6+,@.1- 56+20/-,@4/21 71,9.1 
6+K6+б1/+/@ 5,+., 2 6+8;+< ;1/161M1, 518081 5613-M1, 71,9.+ бA/@ 56-7:481/6-.+ K+8-.+ 
:4/+6-2D0< 404/-8 б1,-- б-K15+4.A80 /-<.1,1M0L80, 2 /18 304,- K+ 43-/ :4;16-.0L 
5-6-<17+ ; “1б,+3.A8 4-6204+8”, 3/1 512A40/ :612-.@ ;0б-6б-K15+4.14/0.

' 3+4/0 514/+.12;0 K+7+3 51 56-71/26+R-.0J K,1:51/6-б,-.0L 0.I6+4/6:;/:61B 
(NG (K+7+3+ 2.4) 517/2-697+-/4L, 3/1 K,1:8AD,-..0;0 0451,@K:J/ 2 /18 304,- “1б,+3.:J” 
0.I6+4/6:;/:6: 4/6+.A 7,L 14:R-4/2,-.0L 56-4/:5.1B 7-L/-,@.14/0, 15-6+?0B 
51 1;+K+.0J K,1.+8-6-..1M1 2,0L.0L 0 D501.+9+ 561/02 0.70207:+,@.A< 9-6/2, 
56-7560L/0B, 56+20/-,@4/2 0 76:M0< 16M+.0K+?0B 2 (NG 0 K+ 6:б-918, 0 3/1 I-7-6+,@.1- 
56+20/-,@4/21 5,+.06:-/ 41/6:7.03+/@ 4 514/+2R0;+80 “1б,+3.1B” 0 76:M1B 0./-6.-/-
0.I6+4/6:;/:6A 7,L 6-D-.0L C/0< 561б,-8.

' 3+4/0 514/+.12;0 K+7+3 51 +;/020K+?00 I-7-6+,@.A< 044,-712+.0B 0 6+K6+б1/1; 
2 1б,+4/0 ;0б-6б-K15+4.14/0 (K+7+3+ 4.2) 5,+.06:-/4L, 3/1 7-5+6/+8-./A 0 +M-./4/2+ 
I-7-6+,@.1M1 56+20/-,@4/2+ б:7:/ 6:;12170/@ 561-;/+80 >ИО)Р 7,L 512AD-.0L 
;0б-6б-K15+4.14/0 0 :4/1B30214/0 2 /+;0< 1б,+4/L<, ;+; “1б,+3.+L” 0.I6+4/6:;/:6+ 0 
/-,-;188:.0;+?00.

' 3+4/0 514/+.12;0 K+7+3 51 1б-45-3-.0J б:7:R-M1 (NG “304/1B” C.-6M0-B (K+7+3+ 
4.4) 7-,+-/4L +;?-./ .+ 0451,@K12+.00 5-6-712A< “1б,+3.A<” 5,+/I168 :56+2,-.0L 
C,-;/614-/L80.

/HICHеMFN БюIB GFKеIпIBAHICDAHвC F LFEIBвBS пBлFHFGF (National Cybersecurity 
Strategy) !14:7+64/2-..1M1 7-5+6/+8-./+ (NG, 15:б,0;12+..+L 2 0J.- 2023 M., .+KA2+-/ 
/-<.1,1M00 04/13.0;18 .+?01.+,@.1B 81R0, :4/+.+2,02+-/ 421-B 80440-B “5617209-.0- 
.+?01.+,@.1B 0 C;1.1803-4;1B б-K15+4.14/0 (NG, 561217L, ;11670.06:L 0 
412-6D-.4/2:L 2.-D.JJ 51,0/0;: 2 1б,+4/0 ;0б-65614/6+.4/2+ 0 ?0I612A< /-<.1,1M0B”, 
+ /+;9- 560160/0K06:-/ 5617209-.0- б-K15+4.A< 0 .+7-9.A< /-,-;188:.0;+?01..A< 
:4,:M 0 0.I6+4/6:;/:6A, 511R6-.0- /6+.4M6+.03.A< 51/1;12 7+..A< 0 5615+M+.7: 
8.1M14/161..0< 517<1712 ; :56+2,-.0J 0./-6.-/18 0 ?0I612A80 /-<.1,1M0L804.

/HICHеMFчеAGFS плCD пB GFKеIKеRBпCADBAHF DC пеIFBT 2024–2026 MM. (Cybersecurity 
Strategic Plan FY2024–2026) GM-./4/2+ 51 ;0б-6б-K15+4.14/0 0 K+R0/- 0.I6+4/6:;/:6A 
(Cybersecurity and Infrastructure Security Agency, CISA) E0.04/-64/2+ 2.:/6-..-B б-K15+4.14/0 
(NG, 15:б,0;12+..AB 2 +2M:4/- 2023 M., 6+448+/602+-/ 42LK+..A- 4 “1б,+3.A80 4-6204+80” 
:M61KA .+ :612.- 4 76:M080 /05+80 2+9.-BD0< :M61K .+?01.+,@.1B б-K15+4.14/05. ' 
3+4/0 514/+.12;0 K+7+3 51 :2-,03-.0J 2070814/0 0 21K819.14/0 6-D-.0L ;0б-6:M61K 0 
K,1:8AD,-..A< ;+85+.0B (K+7+3+ 1.1) 2 5,+.- ;1.4/+/06:-/4L, 3/1 .+ 7+..AB 818-./ .- 
<2+/+-/ .-1б<17081B D061/A 0 M,:б0.A 0.I168+?00 1 ;0б-62/169-.0L<, 5603-8 561б,-8+ 
+;/:+,@.+ ;+; 7,L ,1;+,@.A< И)S-6-D-.0B, /+; 0 7,L “1б,+3.A<”. (11/2-/4/2-..1 2 3+4/0 
514/+.12;0 K+7+3 51 4/08:,0612+.0J 6-+,0K+?00 0K8-608A< CII-;/02.A< 0.2-4/0?0B 2 
;0б-6б-K15+4.14/@ (K+7+3+ 2.2) +M-./4/21 5,+.06:-/ :7-,L/@ 141б1- 2.08+.0- 1б-45-3-.0J 
б-K15+4.1M1 2.-76-.0L “1б,+3.A< 4-620412” 2 16M+.0K+?0L< 51 24-B 4/6+.-.

3 National Cybersecurity Strategy 2023. The White House. 01.03.2023. Available at: https://www.whitehouse.gov/wp-content/uploads/2023/03/
National-Cybersecurity-Strategy-2023.pdf (accessed 09.07.2024).
4 Functional Bureau Strategy. Bureau of Cyberspace and Digital Policy Strategy. 09.06.2023. Available at: https://www.state.gov/wp-content/
uploads/2023/06/FBS_CDP_Public.pdf (accessed 09.07.2024).
5 CISA Cybersecurity Strategic Plan FY2024–2026. Cybersecurity and Infrastructure Security Agency. August 2023. Available at: https://www.
cisa.gov/sites/default/3les/2023-08/FY2024-2026_Cybersecurity_Strategic_Plan.pdf (accessed 09.07.2024).
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Я 0FKеIAHICHеMFN 2023 2FDFAHеIAHвC BKBIBDы (2023 Cyber Strategy of the Department 
of Defense), K+4-;6-3-..AB 71;:8-./, ;6+/;1- 417-69+.0- ;1/161M1 бA,1 15:б,0;12+.1 2 
4-./Lб6- 2023 M., 156-7-,L-/ ;0б-65614/6+.4/21 ;+; 51,- б1L, M7- M,+2.A80 415-6.0;+80 
L2,LJ/4L )0/+B (;1/16AB “5A/+-/4L 4I1680612+/@ M,1б+,@.:J /-<.1,1M03-4;:J C;1404/-8:”, 
+ /+;9- “56-7560.08+-/… 4;6A/1- 4,-9-.0- K+ <0.14/6+..A80> 0.70207+80”), Р1440L, 
)>QР 0 И6+. (24- 3-/A6- 4/6+.A 56L81 1б20.LJ/4L 2 ;0б-6D501.+9-)6. >-481/6L .+ /1, 3/1 
14.12.A8 I1;:418 C/1M1 71;:8-./+ L2,LJ/4L 21-..A- 15-6+?00, K+L2,-..A- 2 .-8 5,+.A .- 
1M6+.0302+J/4L C/1B 4I-61B, + /+;9- 2;,J3+J/ “5612-7-.0- ;+85+.0B 2 ;0б-65614/6+.4/2- 
0 3-6-K .-M1, … 714/0M+L 0.I168+?01..1M1 0 21-..1M1 56-08:R-4/2+” 0 “714/09-.0- ;6144-
718-..A< CII-;/12” (2-61L/.1, 5176+K:8-2+L .-21-..A- ?-,0)7. ' ?-,18 819.1 K+;,J30/@, 
3/1 2A6+9-..+L 2 C/18 71;:8-./- 51K0?0L (NG 714/+/13.1 +M6-4402.+, /+; ;+; (1-70.-..A- 
N/+/A 715:4;+J/ 24-M1 72+ 2+60+./+ 6+K20/0L 421-B 61,0: ,0б1 “47-6902+/@ 0 7-C4;+,0612+/@” 
:M61KA, ,0б1 “M145174/212+/@” 2 ;0б-65614/6+.4/2-8.

ПеIеRCMIORGC, пIеTBHвICVеDFе, EBIUFIBвCDFе: AHICHеMFN пBKеTы )UеIFGF 
в WGBDBUFчеAGBU ABIевDBвCDFF A 0FHCSAGBS GBUUODFAHFчеAGBS пCIHFеS (Reset, 
Prevent, Build: A Strategy to Win America’s Economic Competition with the Chinese Communist 
Party) – 56-74/+2,-..AB )1.M6-4418 (NG 2 ;1.?- 2023 M. 4/6+/-M03-4;0B 71;:8-./, 
5173-6;02+JR0B 2A41;1- K.+3-.0- .- /1,@;1 ;60/03-4;1B 0 /-,-;188:.0;+?01..1B 
0.I6+4/6:;/:6A, .1 0 .-5146-74/2-..1 “1б,+3.A< 4-620412”9.

' 3+4/.14/0, .+ :612.- E0.04/-64/2+ /16M12,0 56-7,+M+-/4L :4/+.120/@ 56+20,1 
;1.-3.1M1 0451,@K12+.0L “1б,+3.A< 2A304,-.0B” 4 ?-,@J 1M6+.03-.0L 714/:5+ 
0.14/6+..A< 561/02.0;12 ; 6+K6+б1/+..A8 .+ 14.12- /-<.1,1M0B (NG 5-6-712A8 
;,+4/-6+8 “1б,+3.A< 2A304,-.0B” 2AD- 156-7-,-..1M1 5161M+ 2A304,-.0B, + /+;9- 
7,L 56-71/26+R-.0L :7+,-..1M1 714/:5+ ; C;4516/1;1./61,06:-8A8 /-<.1,1M0L8. >+ 
:612.- +8-60;+.4;0< ;185+.0B, K+.08+JR0<4L “1б,+3.A80 2A304,-.0L80”, 2.-760/@ 
/6-б12+.0L “K.+B 421-M1 ;,0-./+” (know your customer, KYC), ;618- /1M1, 1бLK+/@ /+;0- 
;185+.00 411бR+/@ E0.04/-64/2: /16M12,0 1 ,Jб1B 0.14/6+..1B 26+9-4;1B ;185+.00, 
+6-.7:JR-B 2A304,0/-,@.A- 81R.14/0, 56-2AD+JR0- 156-7-,-..AB 5161M, 3/1бA 
512A40/@ 561K6+3.14/@ 0 56-71/26+/0/@ 56-714/+2,-.0- +8-60;+.4;080 ;185+.0L80 
5-6-712A< 2A304,0/-,@.A< 4-620412 0.14/6+..A8 561/02.0;+8. >+ :612.- X;4516/.1-
08516/.1M1 б+.;+ (NG (Export–Import Bank of the United States, EXIM) 2 6+8;+< -M1 561M6+88A 
“)0/+B 0 /6+.4I168+?01..AB C;4516/” (China and Transformational Exports Program, CTEP) 
560.L/@ б1,@D0B 604; 51/-6@ 51 ;6-70/+8 2 421-8 516/I-,- 0 6+4D060/@ 1б,+4/0 
/6+.4I168+?01..1M1 C;4516/+, 2;,J302 2 .-M1 “1б,+3.A- 4-6204A” 0 0.I6+4/6:;/:6:. 

JеTеICлPDыS AHICHеMFчеAGFS плCD FAAлеTBвCDFS F ICRвFHFN GFKеIKеRBпCADBAHF 
(Federal Cybersecurity Research and Development Strategic Plan), 15:б,0;12+..AB 2 7-;+б6- 
2023 M., 17.08 0K 4210< 044,-712+/-,@4;0< 560160/-/12 156-7-,L-/ 6+K6+б1/;: 46-74/2 51 
:4/+.12,-.0J 712-60L (trust) 0 :56+2,-.0J 08, 6+448+/602+-81M1 ;+; 2 D061;18 48A4,- 
(712-60- ; 0.I168+?00 2 ?0I61218 5614/6+.4/2-), /+; 0 2 :K;18 (2.-76-.0- 51,0/0; 
б-K15+4.14/0 0 +2/160K+?00 51,@K12+/-,-B 2 .-.+7-9.A< (untrusted) 46-7+<, .+5608-6, 2 
“5:б,03.18 1б,+;-”)10.

/HICHеMFN 0FHCN: KеRBпCADBAHP чеIеR AOвеIеDFHеH
НCLFBDCлPDCN BKBIBDC 0FHCN 2008 M. (2008年中国的国防) – 1I0?0+,@.AB 71;:8-./, 

15:б,0;12+..AB 56-44-4,:9б1B !14:7+64/2-..1M1 412-/+ )>Р (国务院新闻办公室) 2 L.2+6- 
2009 M., D061;1 0451,@K:-/ 51.L/0- “0.I168+/0K+?0L” ;+; 170. 0K 8-/1712 21-..1M1 

6 2023 Department of Defense Cyber Strategy Summary. U.S. Department of Defense. September 2023. Available at: https://media.defense.
gov/2023/Sep/12/2003299076/-1/-1/1/2023_DOD_Cyber_Strategy_Summary.PDF (accessed 09.07.2024).
7 Ibid.
8 Ibid.
9 Reset, Prevent, Build: A Strategy to Win America’s Economic Competition with the Chinese Communist Party. The Select Committee on the 
Strategic Competition Between the United States and the Chinese Communist Party. 2023. Available at: https://selectcommitteeontheccp.
house.gov/sites/evo-subsites/selectcommitteeontheccp.house.gov/3les/evo-media-document/reset-prevent-build-scc-report.pdf (accessed 
09.07.2024).
10 Federal Cybersecurity Research and Development Strategic Plan. National Science and Technological Council. December 2023. Available at: 
https://www.whitehouse.gov/wp-content/uploads/2024/01/Federal-Cybersecurity-RD-Strategic-Plan-2023.pdf (accessed 09.07.2024).
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561/0214/1L.0L (informationized conflicts, 信息化战争). F60 C/18 6-3@ 07-/ .- /1,@;1 
1 6+K6+б1/;+< .12A< 0 2A41;1/-<.1,1M03.A< 2116:9-.0B 0 /-<.0;0, .1 0 1 2-7-.00 
0.I168+?01..A< 21B.11. 

НCLFBDCлPDCN AHICHеMFF KеRBпCADBAHF GFKеIпIBAHICDAHвC (国家网络空间安全战
略), 15:б,0;12+..+L 2 7-;+б6- 2016 M. V-./6+,@.A8 ;180/-/18 )>Р 51 ;0б-6б-K15+4.14/0 0 
0.I168+/0K+?00 (中央网络安全和信息化领导小组), 5173-6;02+-/ 2+9.14/@, 4 17.1B 4/161.A, 
6+K20/0L 0..12+?0B 0 5608-.-.0L 0.I168+?01..A< /-<.1,1M0B .121M1 51;1,-.0L (2;,J3+L 
“1б,+3.A- 4-6204A”), + 4 76:M1B, – :2+9-.0L 56+2+ 24-< 4/6+. 4+814/1L/-,@.1 2Aб06+/@ 5:/@ 
?0I6121M1 6+K20/0L, 817-,@ :56+2,-.0L 4-/@J, M14:7+64/2-..:J 0./-6.-/-51,0/0;:, + /+;9- 
6+2.1- :3+4/0- 2 8-97:.+617.18 :56+2,-.00 ;0б-65614/6+.4/21812.

2еXTODCIBTDCN AHICHеMFN ABHIOTDFчеAHвC в GFKеIпIBAHICDAHве )0/+L, 
15:б,0;12+..+L 2 8+6/- 2017 M., ,0D@ б-M,1 :5180.+-/ “1б,+3.A- 4-6204A” ;+; 17.: 0K 
5-6-712A< И)S, .1 7-,+-/ K+8-/.AB +;?-./ .+ I168:,0612+.00 .12A< 560.?0512 0 ?-,-B 
8-97:.+617.1M1 6-M:,0612+.0L ;0б-65614/6+.4/2+:

 – .-K+204081 1/ 6+K8-6+, б1M+/4/2+ 0,0 ;+;0<-,0б1 76:M0< <+6+;/-604/0; M14:7+64/2, 
24- 1.0 08-J/ 6+2.A- 56+2+ 2 41K7+.00 8-97:.+617.A< 516L7;+ 0 56+20,;

 – 4:бP-;/A 24-< :612.-B 21 M,+2- 4 ОО> 71,9.A 08-/@ 21K819.14/@ :3+4/212+/@ 2 
41K7+.00 8.1M1:612.-21B 5,+/I168A :56+2,-.0L;

 – 4:R-4/2:JR0- 8-<+.0K8A 8-97:.+617.1M1 :56+2,-.0L (.+5608-6, )16516+?0L 
51 :56+2,-.0J 718-..A80 08-.+80 0 IP-+76-4+8013) 71,9.A бA/@ 6-I1680612+.A 
7,L 1б-45-3-.0L 0< 51,.1B .-K+2040814/0 1/ 1/7-,@.A< 56+20/-,@4/214.

НCLFBDCлPDCN BKBIBDC 0FHCN в DBвOю WпBYO (新时代的中国国防), 15:б,0;12+..+L 
/-8 9- 2-7184/218 2 0J,- 2019 M., 5173-6;02+-/, 3/1 2 42LK0 4 бA4/6A8 6+K20/0-8 
4126-8-..A< 0.I168+?01..A< /-<.1,1M0B, 2 /18 304,- О(, 8-.LJ/4L I168A 2-7-.0L 
21B.A, C21,J?0L 5602170/ ; 0.I168+?01..A8 21B.+8, 0 “0./-,,-;/:+,@.+L 21B.+ 
.+30.+-/ 1б6-/+/@ I168:”15.

ГлBKCлPDCN FDFLFCHFвC пB KеRBпCADBAHF TCDDыY (Global Initiative on Data Security), 
15:б,0;12+..+L 2 4-./Lб6- 2020 M. E0.04/-64/218 0.14/6+..A< 7-, )0/+L, 560KA2+-/ 
8-97:.+617.1- 411бR-4/21 21K7-69+/@4L 1/ +/+; .+ ;60/03-4;:J 0.I168+?01..:J 
0.I6+4/6:;/:6: 0 1/ 0451,@K12+.0L И)S 7,L 8+44121M1 4б16+ 5-641.+,@.A< 7+..A<, 
+ И)S-;185+.00 – 5607-6902+/@4L 8-4/.A< K+;1.12 0 <6+.0/@ 7+..A- 2 J60470;?00 
56-714/+2,-.0L ?0I612A< :4,:M, .- 56-4,-712+/@ .-K+;1..A- 0./-6-4A, 51,@K:L4@ 
K+2040814/@J 51,@K12+/-,-B 1/ 0< 5617:;/1216.

0FHCSAGBе UеXTODCIBTDBе ABHIOTDFчеAHвB ICRвFHFN в DBвOю WпBYO (新
时代的中国国际发展合作), 15:б,0;12+..1- 2 L.2+6- 2021 M. /+;9- 56-44-4,:9б1B 
!14:7+64/2-..1M1 412-/+ )>Р, 5173-6;02+-/ 61,@ )0/+L 2 I1680612+.00 ?0I6121B 
0.I6+4/6:;/:6A 6+K,03.A< 6-M01.12 0 2 5177-69+.00 6+K20/0L ?0I6121B C;1.180;0. 
' 3+4/.14/0, :5180.+J/4L 4,-7:JR0- 561-;/A: 37 /-,-;188:.0;+?01..A< 561-;/12, 
2;,J3+L /-,-;188:.0;+?01..A- 4-/0 0 56+20/-,@4/2-..A- 0.I168+?01..A- 4-/0; 
41K7+.0- >+?01.+,@.1B 15/121,1;1..1B ;+б-,@.1B 4-/0 2 )-.00, ;1/16+L 4/08:,0612+,+ 

11 >+?01.+,@.+L 1б161.+ )0/+L 2008. (8.: 2008年中国的国防. Available at: https://zh.wikisource.org/w/index.
php?title=2008%E5%B9%B4%E4%B8%AD%E5%9B%BD%E7%9A%84%E5%9B%BD%E9%98%B2&oldid=2393160 (accessed 26.02.2024).
12 >+?01.+,@.+L 4/6+/-M0L б-K15+4.14/0 ;0б-65614/6+.4/2+. (8.:《国家网络空间安全战略》全文. 中央网络安全和信息化委员会
办公室. 2016. Available at: https://www.cac.gov.cn/2016-12/27/c_1120195926.htm (accessed 09.07.2024).
13 E-97:.+617.+L .-;188-63-4;+L 16M+.0K+?0L )16516+?0L 51 :56+2,-.0J 718-..A80 08-.+80 0 IP-+76-4+80 (Internet 
Corporation for Assigned Names and Numbers, ICANN), 41K7+..+L 18 4-./Lб6L 1998 M. 560 :3+4/00 56+20/-,@4/2+ (NG 7,L 6-M:,0612+.0L 
21561412, 42LK+..A< 4 718-..A80 08-.+80, IP-+76-4+80 0 5613080 +45-;/+80 I:.;?01.0612+.0L И./-6.-/+. ( 1;/Lб6L 2016 M. 
08--/ 4/+/:4 .-K+204081B 8-97:.+617.1B 16M+.0K+?00.
14  International Strategy of Cooperation on Cyberspace. Available at: http://www.xinhuanet.com/english/china/2017-03/01/c_136094371_2.
htm (accessed 28.02.2024).
15 >+?01.+,@.+L 1б161.+ )0/+L 2 .12:J C51<:. (8.: 新时代的中国国防. Available at:  https://zh.wikisource.org/w/index.php?ti-
tle=%E6%96%B0%E6%97%B6%E4%BB%A3%E7%9A%84%E4%B8%AD%E5%9B%BD%E5%9B%BD%E9%98%B2&oldid=2363296%EF%BC%8E 
(accessed 26.02.2024).
16 Global Initiative on Data Security. 08.09.2020. Available at: http://web.archive.org/web/20240529080615/https://www.fmprc.gov.cn/mfa_
eng/wjdt_665385/2649_665393/202009/t20200908_679637.html (accessed 29.02.2024).
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Я C,-;/61..:J ;188-6?0J, 3/1 1K.+8-.12+,1 4;+31; 2 6+K20/00 0.I168+?01..1B 
0 ;188:.0;+?01..1B 0.7:4/600 4/6+.A; 41K7+.0- F1,0?-B4;1M1 ;18+.7.1M1 
?-./6+ 0 56+20/-,@4/2-..1B “M16L3-B ,0.00” 2 Y+14-; 41K7+.0- И./-M60612+..1B 
56+20/-,@4/2-..1B 0.I168+?01..1B 404/-8A 2 F+5:+ – >121B !20.--; 6-+,0K+?0L 
561-;/+ C,-;/61..1M1 56+20/-,@4/2+ 2 [+.M,+7-D17.

И./-6-4.1 1/8-/0/@, 3/1 )0/+B 5:/-8 16M+.0K+?00 1б:3+JR0< 4-80.+612 0 
+;+7-803-4;0< 561M6+88 /+;9- 14:R-4/2,L-/ +;/02.14/0 51 5-6-7+3- 76:M08 4/6+.+8 
15A/+ +780.04/6+/02.1M1 :56+2,-.0L 0 412-6D-.4/212+.0L 6-M:,0612+.0L 2 6+K,03.A< 
4I-6+<, 2;,J3+L 4I-6: ?0I6121B C;1.1800;0. >-481/6L .+ /1, 3/1 2 7+..18 71;:8-./- 
56L81 .- :5180.+J/4L О(, 17.1K.+3.1 819.1 :/2-697+/@, 3/1 .+,030- 41б4/2-..1B 
?0I6121B 0.I6+4/6:;/:6A 1/;6A2+-/ D061;0- 21K819.14/0 7,L 5617209-.0L 0 6-+,0K+?00 
;0/+B4;0< “1б,+3.A< /-<.1,1M0B”, 0 3/1 7+9- -4,0 +8-60;+.4;0- ?0I612A- M0M+./A б:7:/ 
;1.;:60612+/@ .+ 6A.;+< /6-/@0< 4/6+. 4 )0/+-8, 514,-7.0B 24- 6+2.1 51,:30/ б1,@D- 
2,0L.0L, 2,+7-L I0K03-4;1B 0.I6+4/6:;/:61B, 512-6< ;1/161B /+;0- 4-6204A б:7:/ 
56-714/+2,L/@4L.

ПлCD ICRвFHFN DCLFBDCлPDBS AHCDTCIHFRCLFF (国家标准化发展纲要), 0K2-4/.AB 
;+; “)0/+B4;0- 4/+.7+6/A 2035”, 15:б,0;12+. 2 1;/Lб6- 2021 M. 4128-4/.1 V-./6+,@.A8 
;180/-/18 )188:.04/03-4;1B 5+6/00 )0/+L 0 !14:7+64/2-..A8 412-/18 )0/+L. О. /+;9- 
.- :5180.+-/ О( 2 L2.18 207-, .1 7-,+-/ +;?-./ .+ .-1б<170814/0 4/+.7+6/0K+?00 
/-<.1,1M0B, ;1/16A- 1б-45-302+J/ 6+K20/0- ?0I6121B C;1.180;0, 0 56-7,+M+-/ 
4/+.7+6/0K0612+/@ 4+81 ?0I6121- 1бR-4/21, ?0I6121- 56+20/-,@4/21, ?0I612A- 
I0.+.4A, б-K15+4.14/@ 7+..A< 0 ;188:.0;+?01..A< 4-/-B, K+R0/: 5-641.+,@.A< 7+..A<; 
56-7,+M+-/ 6+4481/6-/@ .12A- /05A 0.I168+?01..1B 0.I6+4/6:;/:6A, 2;,J3+L .12A- 
/-<.1,1M00 5-6-7+30 7+..A< 0 ;185@J/-6.A< 2A304,-.0B18. F1<19-, 3/1 2 )>Р .+?-,0,04@ 
“0M6+/@ 271,M:J” 0 560.L,0 6-D-.0- 5171B/0 ; 714/09-.0J M,1б+,@.1M1 ?0I6121M1 
,07-64/2+ 3-6-K I1680612+.0- 0 5617209-.0- 41б4/2-..A< I:.7+8-./+,@.A< 4/+.7+6/12 
2 4I-6- И)S – .12A- .0K;1:612.-2A- /-<.1,1M00 5-6-7+30 7+..A<. Z+ 514,-7.0- M17A 
)0/+B K.+30/-,@.1 :2-,030, ;1,03-4/21 56-7,19-.0B 2 E-97:.+617.1B 16M+.0K+?00 
51 4/+.7+6/0K+?00 (International Organization for Standardization, ISO) 0 E-97:.+617.1B 
C,-;/61/-<.03-4;1B ;1804400 (International Electrotechnical Commission, IEC). О. 714/0M 
-9-M17.A< /-8512 614/+ .12A< 56-7,19-.0B 2 20%19, + /+;9- K+.L, ,0706:JR0- 51K0?00 
;+; 51 ;1,03-4/2: 5+/-./.A< K+L21; 2 4I-6- ?0I6121B ;188:.0;+?00, .+56+2,-..A< 2 
&2615-B4;1- 5+/-./.1- 2-7184/21 (European Patent Office, EPO), /+; 0 51 -9-M17.A8 /-85+8 
614/+ .12A< K+L21;, 1б1M.+2 (2 ,0?- Huawei) D2-74;0B Ericsson, +8-60;+.4;0B Qualcomm 0 
J9.1;16-B4;0B Samsung20.

НCLFBDCлPDыS плCD FDEBIUCHFRCLFF “14-N пNHFлеHGC” (“十四五”国家信息化规
划), 15:б,0;12+..AB 2 7-;+б6- 2021 M. V-./6+,@.A8 ;180/-/18 51 ;0б-6б-K15+4.14/0 0 
0.I168+/0K+?00 V) )185+6/00 )0/+L (中央网络安全和信息化领导小组), 7+-/ 7-/+,@.1- 
56-74/+2,-.0- 1 K+7+3+< 4/6+.A 51 6+K20/0J 2 4I-6- И)S 4 6+K.A< 4/161.: 518081 
6+K20/0L 4+80< /-<.1,1M0B, 1. 2;,J3+-/ 512AD-.0- ;185@J/-6.1B M6+81/.14/0 
.+4-,-.0L, 412-6D-.4/212+.0- 8-/1712 2.-76-.0L 0 M14:7+64/2-..1M1 6-M:,0612+.0L, 
6+K20/0- 8-97:.+617.1M1 41/6:7.03-4/2+21. 

О( :5180.+J/4L 8.1M1;6+/.1 2 6+K,03.A< +45-;/+<:
 – 41?0+,@.18, ;+;:

17 )0/+B4;1- 8-97:.+617.1- 41/6:7.03-4/21 6+K20/0L 2 .12:J C51<:. (8.: 新时代的中国国际发展合作. Available at: https://zh.wiki-
source.org/w/index.php?title=%E6%96%B0%E6%97%B6%E4%BB%A3%E7%9A%84%E4%B8%AD%E5%9B%BD%E5%9B%BD%E9%99%85%E
5%8F%91%E5%B1%95%E5%90%88%E4%BD%9C&oldid=2194584%EF%BC%8E (accessed 26.02.2024).
18 F,+. 6+K20/0L .+?01.+,@.1B 4/+.7+6/0K+?00. (8.: 中共中央 国务院印发《国家标准化发展纲要》. 10.10.2021. Available at: https://
www.gov.cn/zhengce/2021-10/10/content_5641727.htm (accessed 26.02.2024).
19 China Standards 2035 – Shaping the World of Tomorrow? EAC International Consulting. 13.10.2021. Available at: https://eac-consulting.de/
china-standards-2035/ (accessed 26.02.2024).
20 China Files More Patents in Europe than Ever Before. China Daily, 06.04.2022. Available at: https://global.chinadaily.com.cn/a/202204/06/
WS624ceb64a310fd2b29e55358.html (accessed 26.02.2024).
21 >+?01.+,@.AB 5,+. 0.I168+/0K+?00 “14-L 5L/0,-/;+”. (8.: “十四五”国家信息化规划. December 2021. Available at: https://www.
gov.cn/xinwen/2021-12/28/5664873/3les/1760823a103e4d75ac681564fe481af4.pdf (accessed 09.07.2024).
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 • .12A- ;+.+,A 56-714/+2,-.0L 1бR-4/2-..A< :4,:M (1б6+K12+/-,@.A< 0 
8-70?0.4;0<); 

 – 2.:/60C;1.1803-4;18/51,0/03-4;18, ;+;:
 • 170. 0K ?-,-2A< 51;+K+/-,-B 0.7:4/60+,@.1M1 6+K20/0L 51 :2-,03-.0J 71,0 

5618AD,-..1M1 1б16:712+.0L, 0451,@K:JR-M1 О(, 4 13.1% 2 2020 M. 71 30% 2 
2025 M.;

 • 17.+ 0K ?-,-B 51 41K7+.0J .+?01.+,@.1B 0./-M60612+..1B 404/-8A ?-./612 
“б1,@D0< 7+..A<”;

 • 17.+ 0K ?-,-B 51 6+4D06-.0J 15/080K+?00 0 817-6.0K+?00 /6+70?01..A< 
1/6+4,-B 5:/-8 6-+,0K+?00 517<17+ “K+M6:9+B/- 2 1б,+;1, 0451,@K:B/- 7+..A-, 
1б1M+R+B/- 0./-,,-;/”;

 • 170. 0K 0.4/6:8-./12 15/080K+?00 4-/-2A< 4/6:;/:6 0 б-K15+4.14/0 404/-8 
C,-;/61..1M1 56+20/-,@4/2+;

 • .12A- б0K.-4-817-,0 (“1б,+3.AB /:60K8”, “1б,+3.A- 51/1;12A- 4-6204A” 0 
“1б,+3.A- <<:719-4/2-..A-> 56-74/+2,-.0L”);

 • 170. 0K 1бP-;/12 M14:7+64/2-..1M1 6-M:,0612+.0L, ;1/161- 71,9.1 бA/@ 
+7+5/0612+.1 ; 0K8-.-.0L8, 42LK+..A8 4 ?0I6120K+?0-B 0 /-<.1,1M03-4;080 
0..12+?0L80;

 – 2.-D.-C;1.1803-4;18/51,0/03-4;18, ;+;:
 • 17.+ 0K ?-,-B 6+K20/0L, 2 6+8;+< ;1/161B ;0/+B4;0- /-<.1,1M00 71,9.A 

714/03@ 806121M1 :612.L;
 • 170. 0K 0.4/6:8-./12 ?0I6120K+?00 ?-513-; 514/+21;;
 • 170. 0K ;,J3-2A< 0.I6+4/6:;/:6.A< 561-;/12 6+K20/0L 517 .+K2+.0-8 “У8.+L 

4-/@” 7,L 6-+,0K+?00 ;1.?-5?00 “0./-6.-/ /6+.4516/.A< 46-74/2” (Internet of 
Vehicles, IoV);

 • 170. 0K ;1851.-./12 6-+,0K+?00 561-;/+ “V0I6121M1 D-,;121M1 5:/0”;
 • 17.+ 0K K+7+3 51 512AD-.0J :612.L 044,-712+.0B 0 6+K6+б1/1; 560160/-/.1M1 

561M6+88.1M1 1б-45-3-.0L 7,L 714/09-.0L ?-,-B /-<.1,1M03-4;1M1 5616A2+ 
2 0.I168+?01..1B 4I-6-22.

ОKVее F BABKеDDBе в AHICHеMFNY /8) F 0FHCN
' 3+4/0 I168:,0612+.0L 4/6+/-M03-4;0< 5,+.12 0 ?-,-B ;+4+/-,@.1 “1б,+3.A< 

4-620412” 0 42LK+..A< 4 C/08 8-/1712 6-M:,0612+.0L 819.1 2A7-,0/@ 4,-7:JR0- 1бR0- 
<+6+;/-604/0;0 8-97: (NG 0 )0/+-8: 

 – 614/ 2.08+.0L ; /-8-, .+б,J7+-8AB 2 70.+80;- – -4,0 2 71;:8-./+< 2010-< M1712 
О( 5614/1 5-6-304,L,04@ ;+; 17.+ 0< 5-6-712A< И)S, /1 .+30.+L 4 2020-< 1.0 
2A7-,LJ/4L 2 1/7-,@.AB 1бP-;/, 51 ;1/1618: 1504A2+J/ 45-?0I03-4;0- :M61KA 0 
4/+2L/ ;1.;6-/.A- ?-,0;

 – О( 560K.+J/4L 17.08 0K 4/08:,12 ?0I6121M1 6+K20/0L 1бR-4/2+ 2 ?-,18 0 
C;1.180;0 2 3+4/.14/0;

 – О( 51,:3+J/ 4/+/:4 CII-;/02.1M1 0.4/6:8-./+ 8-97:.+617.1M1 2,0L.0L: 
0.I168+?01..1M1, C;1.1803-4;1M1, 51,0/03-4;1M1 0 21-..1M1;

 – +;/02.+L 5177-69;+ ;6:5.A< И)S-;185+.0B 7,L 0< б1,@D-M1 5617209-.0L .+ 
8-97:.+617.A< 6A.;+< (.1 I168+ 5177-69;0 1/,03+-/4L – 48. .09-).

Р+448+/602+L 1/,030/-,@.A- 3-6/A (NG 0 )0/+L, 819.1 2A7-,0/@ 4,-7:JR--:
 – (NG 1/;6A/1 0 +M6-4402.1 I168:,06:J/ 421J 51K0?0J 2 1/.1D-.00 

“8-97:.+617.A< 561/02.0;12” 0 :/2-697+J/ 41б4/2-..:J 5-6214/-5-..:J 
0 04;,J30/-,@.:J 61,@ 2 5177-69+.00 8-97:.+617.1M1 516L7;+ 0 
б-K15+4.14/0 2 ;0б-65614/6+.4/2-, 2 /1 26-8L ;+; )0/+B .+4/1L/-,@.1 1/60?+-/ 
04;,J30/-,@.1- 56+21 ,Jб1B 4/6+.A .+ 7180.0612+.0- 2 7+..1B 4I-6- 0 
5173-6;02+-/ .-1б<170814/@ 2A6+б1/;0 1бR0< .168 0 56+20, 4128-4/.1 4 
76:M080 M14:7+64/2+80 2.- K+2040814/0 1/ :612.L 0< C;1.1803-4;1M1 0,0 
.+:3.1-/-<.03-4;1M1 6+K20/0L;

 – (NG 7-,+J/ +;?-./ .+ 5608+/- 421б17.1M1 51/1;+ 7+..A< 0 0.I168+?00 2 
8-97:.+617.18 ;0б-65614/6+.4/2-, + )0/+B – .+ 5608+/- 4:2-6-.0/-/+ ;+971B 

22  Wang Mingjie. China Files More Patents in Europe than Ever Before. China Daily, 06.04.2022. Available at: https://global.chinadaily.com.
cn/a/202204/06/WS624ceb64a310fd2b29e55358.html (accessed 26.02.2024).
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Я 4/6+.A, ;1/16AB 0 71,9-. 156-7-,L/@ ,-M0/08.14/@ /-< 0,0 0.A< 561?-4412 2 
;0б-65614/6+.4/2-;

 – (NG 15146-712+..1 45141б4/2:J/ 6+K20/0J 1/-3-4/2-..A< И)S-;185+.0B 5:/-8 
80.08+,@.1M1 28-D+/-,@4/2+ 2 C/1/ 6A.1;, 560 C/18 )0/+B ;+; бA I16806:-/ 
6A.1;, .+56L8:J 5177-6902+L 0 6+K202+L ;6:5.A- ;185+.00;

 – (NG б16J/4L 4 2,0L.0-8 )>Р C;1.1803-4;080 0 51,0/03-4;080 8-/17+80, 
+ )0/+B (:9- 2 K.+30/-,@.1B 4/-5-.0 2.:/6-..- K+R0R-..AB 1/ 2,0L.0L 
(1-70.-..A< N/+/12 .+ /-<.1,1M03-4;18, C;1.1803-4;18 0 51,0/03-4;18 
:612.L<) I1;:406:-/4L .+ 6+K6+б1/;- 0 I1680612+.00 .121M1 8-97:.+617.1M1 
/-<.1,1M03-4;1M1 ,+.7D+I/+, +;/02.1 6+K6+б+/A2+L 41б4/2-..A- 4/+.7+6/A 
0 2A7-,LL K.+30/-,@.A- M14:7+64/2-..A- 0.2-4/0?00 .+ 8-97:.+617.A- 
0.I6+4/6:;/:6.A- 561-;/A.

2Е34УН)РО4Н-Е ОРГ)НИZ)6ИИ
И ИН/1И1У1- ГЛОБ)Л:НОГО УПР)(ЛЕНИЯ

“E-97:.+617.A- 16M+.0K+?00 0 0.4/0/:/A M,1б+,@.1M1 :56+2,-.0L” – 1/7-,@.AB /05 
4:бP-;/+ Kuberpolitik, ;1/16AB 0M6+-/ 2+9.:J 61,@ 2 5,+.0612+.00 0 2.-76-.00 8-/1712 
8-97:.+617.1M1 6-M:,0612+.0L, /+; ;+;, 518081 4/+.7+6/0K+?00 .168 2K+0817-B4/20L 
4:бP-;/12 8-97:.+617.A< 1/.1D-.0B, 1. /+;9- 6-+,0K:-/ 0.4/0/:?01.+,@.:J 2,+4/@ 
1/7-,@.A< M14:7+64/2, 561720M+JR0< 4210 0./-6-4A.

Q+..AB /05 4:бP-;/+ 2;,J3+-/ I168+,@.A- 16M+.0K+?00, ;1/16A- 2 б1,@D1B 
4/-5-.0 K+204L/ 1/ M14:7+64/2, /+; ;+; 1.0 ,0б1 41K7+J/4L M14:7+64/2+80-:3+4/.0;+80 
(8-97:.+617.A- 8-956+20/-,@4/2-..A- 16M+.0K+?00, 0,0 EEFО), ,0б1 41K7+J/4L 
2 6+8;+< 7-B4/2:JR-M1 K+;1.17+/-,@4/2+ (8-97:.+617.A- .-56+20/-,@4/2-..A- 
16M+.0K+?00, 0,0 E>FО), /1 -4/@ 15146-712+..1 K+204L/ 1/ M14:7+64/2. ' 6+8;+< 
7+..1B 4/+/@0 +2/16 6+448+/602+-/ 7-L/-,@.14/@ (NG 0 )0/+L 3-6-K 6+K,03.A- EEFО, 
.-I168+,@.A- I16:8A M,1б+,@.1M1 :56+2,-.0L, 6-M01.+,@.A- 0./-M6+?01..A- 
1бP-70.-.0L.

>+ 7+..AB 818-./ .-/ 1/7-,@.A< EEFО, 41K7+..A< 45-?0+,@.1 7,L 2A6+б1/;0 
4128-4/.A< 8-6 51 6+б1/- 4 “1б,+3.A80 4-6204+80”, + О( 6+448+/602+J/4L ;+; 170. 
0K /0512 И)S, 3-6-K ;1/16AB 819-/ 14:R-4/2,L/@4L 2,0L.0- (51,0/03-4;1-, 21-..1-, 
C;1.1803-4;1- 0 /.7.). S-8 .- 8-.-- +2/16 5612170/ +.+,0K 7-L/-,@.14/0 (NG 0 )0/+L 
2 6+8;+< 4:R-4/2:JR0< EEFО 51 I168:,0612+.0J 0 5617209-.0J 42LK+..1B 4 
6-M:,0612+.0-8 О( 512-4/;0.

22ПО A лFTFIOюVеS IBлPю /8)

РCRвеTывCHелPDыS CлPNDA FVEY, /+;9- 0K2-4/.AB ;+; “ПNHP MлCR” (Five Eyes), 
41K7+..AB .+ б+K- (1M,+D-.0L 1 6+701/-<.03-4;1B 6+K2-7A2+/-,@.1B 7-L/-,@.14/0 
'-,0;1б60/+.0L–(NG (UKUSA Signals Intelligence Agreement, UKUS SIGINT, UKUSA), 04/160L 
;1/161M1 .+30.+-/4L 2 1940-- M17A, 2;,J3+-/ (NG, '-,0;1б60/+.0J, G24/6+,0J, )+.+7: 0 
>12:J Z-,+.70J 0 41/6:7.03+-/ 4 ]51.0-B, Р-45:б,0;1B )16-L 0 4/6+.+80 – :3+4/.0?+80 
>GSО. G,@L.4 4I1;:40612+. .+ 7-L/-,@.14/0 2 4I-6- 4б16+ 6+K2-77+..A< 0 1б8-.+ 080 
2 6+K.A< 1б,+4/L<, 2;,J3+L +M-./:6.:J 6+K2-7;:. ' 1/;6A/18 714/:5- .-/ 0.I168+?00 1 
8-/17+< 4б16+ /+;0< 7+..A<, .1 ;142-..A- 560K.+;0 4207-/-,@4/2:J/ 1б 0451,@K12+.00 
24-< 51/-.?0+,@.A< 04/13.0;12. S+;, +,@L.4 1б20.L-/ 76:M0- 4/6+.A (2 3+4/.14/0, )0/+B) 
2 ;6+9- 56+2 0./-,,-;/:+,@.1B 41б4/2-..14/0, 2 /18 304,- 3-6-K “1б,+3.A- 4-6204A”23.

6еDHI Н)1О пB ABHIOTDFчеAHвO в AEеIе GFKеIBKBIBDы (NATO Cooperative Cyber 
Defence Centre of Excellence, NATO CCD COE), 41K7+..AB 2 2008 M., 6+448+/602+-/ 21K819.14/0 И)S 
2 21-..18 +45-;/-, + /+;9- 5602,-;+-/ 2.08+.0- 044,-712+/-,-B ; C/1B /-8-, 16M+.0K12+2 
I168+/ 6-M:,L6.1B E-97:.+617.1B ;1.I-6-.?00 51 ;0б-6;1.I,0;/+8 (CyCon). ' 6+8;+< 

23 Gooding M. UK and Five Eyes Allies Issue Warning on Chinese ‘Theft’ of Intellectual Properties. Tech Monitor, 18.10.2023. Available at: 
https://techmonitor.ai/technology/cybersecurity/china-ip-theft-3ve-eyes (accessed 09.07.2024).
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C/1B ;1.I-6-.?00, .+5608-6, 2 2020 M. 6+448+/602+,04@ 215614A 1б-45-3-.0L 4:2-6-.0/-/+ 
M14:7+64/2-..A< 7+..A< 2 “1б,+;-” [17], 2 2022 M. – 4,19.14/0, 42LK+..A- 4 2AL2,-.0-8 
;0б-6:M61K 2 О( [18], + 2 2023 M. – K+2040814/@ 0 :4/1B30214/@ ?0I6121B ?-513;0 514/+21; 
(2;,J3+L О() [19].

,еHыIеYAHBIBDDее пCIHDеIAHвB пB GFKеIKеRBпCADBAHF (Quad Cybersecurity 
Partnership) – 41K7+.1 2 6+8;+< ,еHыIеYAHBIBDDеMB TFCлBMC пB KеRBпCADBAHF 
(Quadrilateral Security Dialogue, QSD, Quad) 8-97: G24/6+,0-B, И.70-B, ]51.0-B 0 (NG, 
14.12+..1M1 2 2007 M. 0 21K1б.1202D-M1 421J 7-L/-,@.14/@ 2 2017 M. Х1/L 5+6/.-64/21 .- 
2A7-,L-/ 1/7-,@.1 /-8: “1б,+3.A< 4-620412”, .1 :3+4/2:-/ 2 I1680612+.00 560.?0512 
б-K15+4.1M1 561M6+88.1M1 1б-45-3-.0L24, + /+;9- 5173-6;02+-/ 2+9.14/@ 1б-45-3-.0L 
б-K15+4.14/0 0 :4/1B30214/0 0.I168+?01..A< /-<.1,1M0B 0 ?-513-; 514/+21; ?0I612A< 
5617:;/12 0 :4,:M25.

“,FAHCN AеHP” (The Clean Network) – 0.0?0+/02+ (NG, 1бPL2,-..+L 2 +2M:4/-  
2020 M., ?-,@J ;1/161B K+L2,-.+ 6+K6+б1/;+ “;185,-;4.1M1 517<17+ ; K+R0/- .+?01.+,@.A< 
+;/0212… 1/ +M6-4402.1M1 2/169-.0L 41 4/161.A K,1.+8-6-..A< 4:бP-;/12, /+;0< ;+; 
)188:.04/03-4;+L 5+6/0L )0/+L” 0 “:4/6+.-.0- 71,M14613.1B :M61KA ;1.I07-.?0+,@.14/0 
7+..A<, б-K15+4.14/0, 56+2+8 3-,12-;+ 0 560.?050+,@.18: 41/6:7.03-4/2:, 04<17LR:J 
7,L 421б17.1M1 806+ 1/ +2/160/+6.A< K,1.+8-6-..A< 4:бP-;/12”26. ' 7-;+б6- 2020 M. (NG 
1бPL20,0, 3/1 б1,-- 60 4/6+. 0 200 /-,-;188:.0;+?01..A< ;185+.0B 56041-70.0,04@ ; 
C/1B 0.0?0+/02-27. S+;9- бA,0 K+5:R-.A 0 45-?0+,0K0612+..A- .+56+2,-.0L 0.0?0+/02A, 
2 3+4/.14/0:

 – “_04/AB 5612+B7-6” (The Clean Carrier), “_04/AB ;+б-,@” (The Clean Cable) 0 “_04/AB 
5:/@” (The Clean Path), 560K2+..A- 1б-45-30/-4@ .+7-9.:J 5-6-7+3: 7+..A<, 
14:R-4/2,L-8:J .+ 6+K.A< C/+5+< 0 5146-74/218 6+K.A< /-<.1,1M0B (561217.A< 
0,0 б-4561217.A<);

 – “_04/1- 1б,+;1” (The Clean Cloud) – 7,L “56-71/26+R-.0L <6+.-.0L 0 1б6+б1/;0 
.+0б1,-- ;1.I07-.?0+,@.1B 5-641.+,@.1B 0.I168+?00 M6+97+. (NG 0 
.+0б1,-- ?-..1B 0./-,,-;/:+,@.1B 41б4/2-..14/0… 3+4/.A< ;185+.0B <(NG>… 
2 1б,+3.A< 404/-8+<, 714/:5.A<… 0.14/6+..A8 561/02.0;+8 <(NG> 3-6-K /+;0- 
;185+.00, ;+; Alibaba, Baidu, China Mobile, China Telecom 0 Tencent”.

4еGлCICLFN B TBAHOпе MBAOTCIAHвеDDыY BIMCDBв G пеIABDCлPDыU TCDDыU, 
YICDNVFUAN AOKъеGHCUF чCAHDBMB AеGHBIC (Declaration on Government Access to Personal 
Data Held by Private Sector Entities), 560.L/+L О6M+.0K+?0-B C;1.1803-4;1M1 41/6:7.03-4/2+ 0 
6+K20/0L (ОX(Р) 2 7-;+б6- 2022 M., 560K.+-/, 3/1 56171,9+JR+L4L ?0I612+L /6+.4I168+?0L 
5602170/ ; 41K7+.0J б1,@D-M1 ;1,03-4/2+ 7+..A<, 2;,J3+L 5-641.+,@.A-, 514;1,@;: 
?0I612A- /-<.1,1M00 0451,@K:J/4L 21 24-< 4-;/16+< 806121B C;1.180;0. Q-;,+6+?0L 
156-7-,L-/ 4,-7:JR0- 560.?05A, 51 ;1/16A8, 2 4,:3+- .-1б<170814/0, .+?01.+,@.A- 
56+20/-,@4/2+:

 – 08-J/ 56+21 51,:3+/@ 714/:5 ; 7+..A8 2.- K+2040814/0 1/ /1M1, M7- 6+451,+M+J/4L 
4+80 7+..A- 0,0 <6+.LR0- 0< ;185+.00;

 – 81M:/ .- 0.I1680612+/@ ,J7-B 1 /18, 3/1 бA, 14:R-4/2,-. 714/:5 ; 0< 7+..A8 
0,0 5610K1D,1 ;+;1--,0б1 .+6:D-.0- 2 1/.1D-.00 C/0< ,0?;

 – 81M:/ 1M6+.0302+/@ 714/:5 ; 7+..A8, :7+,L/@ 0,0 2144/+.+2,02+/@ 0<28.

>-I168+,@.AB I16:8 M,1б+,@.1M1 :56+2,-.0L ГIOппC AеUF (G7) .+ 49-8 4+880/- M,+2 
M14:7+64/2 0 56+20/-,@4/2, 561D-7D-8 2 ]51.00 2 8+- 2023 M., 2 421-8 0/1M1218 ;188J.0;- 

24 Quad Cybersecurity Partnership: Joint Principles for Secure Software. Available at: https://www.pmc.gov.au/sites/default/3les/resource/
download/quad-joint-principles-secure-software.pdf (accessed 19.02.2024).
25 Quad Cybersecurity Partnership: Joint Principles. Available at: https://www.mofa.go.jp/mofaj/3les/100347892.pdf (accessed 19.02.2024).
26 The Clean Network. United States Department of State. Available at: https://2017-2021.state.gov/the-clean-network/ (accessed 19.02.2024).
27 Expert: Trump Rewrites the U.S. Strategy to Respond to the CCP, and Biden Is Di`cult to Reverse | CCP Threats | Human Rights | China 
Policy. 6Park.News, 31.01.2021. Available at: http://web.archive.org/web/20210411195357/https://6park.news/en/expert-trump-rewrites-the-
u-s-strategy-to-respond-to-the-ccp-and-biden-is-di5cult-to-reverse-ccp-threats-human-rights-china-policy-2.html (accessed 19.02.2024).
28 OECD/LEGAL/0487 Declaration on Government Access to Personal Data Held by Private Sector Entities. Organisation for Economic Co-
Operation and Development. 14.12.2022. Available at: https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0487 (accessed 
09.07.2024).
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Я 7-;,+60612+,+ 2+9.14/@ 421б17.1M1 /6+.4M6+.03.1M1 51/1;+ 7+..A<, 0.I168+?00, 07-B 
0 K.+.0B, .1 560 C/18 560K.+,+ 561б,-8A, 42LK+..A- 4 ;1.I07-.?0+,@.14/@J, K+R0/1B 
7+..A< 0 56+2 0./-,,-;/:+,@.1B 41б4/2-..14/0, + /+;9- б-K15+4.14/@J “1б,+3.1B” 
0.I6+4/6:;/:6A. '8-4/- 4 /-8 бA,0 47-,+.A 714/+/13.1 6+K8A/A- K+L2,-.0L ;+4+/-,@.1 
421б17.1M1 51/1;+ 7+..A< 0 561K6+3.14/0, 51/6-б.14/-B M14:7+64/2+ 41<6+.L/@ 4210 
K+;1..A- 1бR-4/2-..A- 0./-6-4A, +2/160/+6.A< 8-/1712 0451,@K12+.0L /-<.1,1M0B. 
[A,1 K+L2,-.1 1 4128-4/.A< 5,+.+< 51 2A6+б1/;- 1бR0< 0 2K+0817151,.L-8A< 517<1712 0 
0.4/6:8-./12 6-M:,0612+.0L 7,L .+7-9.1B 5-6-7+30 7+..A< 0 :40,-.0L 61,0 /-<.1,1M0B. 
F1;+K+/-,@.1, 3/1 7,L 1б1K.+3-.0L M6:55A /-<.1,1M0B 0451,@K:-/4L .- /-680. И)S, + 
И)S( (Information and Communications Technologies and Services, ICTS) – 0.I168+?01..1-
;188:.0;+?01..A- /-<.1,1M00 0 4-6204A, /-8 4+8A8 5173-6;02+-/4L 6+4/:R+L 61,@ 
1/.140/-,@.1 .121M1 45141б+ 6-+,0K+?00 ?0I612A< 5617:;/12, 2 /18 304,- “1б,+3.A< 
4-620412”29.

' 6+8;+< ПCIHDеIAHвC пB MлBKCлPDBS FDEICAHIOGHOIе F FDвеAHFLFNU (The 
Partnership for Global Infrastructure and Investment, PGII) :3+4/.0;0 !6:55A 4-80 2KL,0 .+ 4-бL 
1бR-- 1бLK+/-,@4/21 561720M+/@ M14:7+64/2-..A- 0 3+4/.A- 0.2-4/0?00 2 0.I6+4/6:;/:6:. 
' /18 304,- 4 C/1B ?-,@J )16516+?0L I0.+.40612+.0L 8-97:.+617.1M1 6+K20/0L (NG (U.S. 
International Development Finance Corporation, DFC) 56-714/+2,L-/ ;6-70/ .+ 4:88: 300 8,. 
71,,. !+.- .+ 4/610/-,@4/21 ;6:5.-BD-B 2 GI60;- 4-/0 2K+08142LK+..A< 46-74/2 5-6-7+30 
7+..A< (7+/+-?-./612)30. F6-751,+M+-/4L, 3/1 K+ 43-/ 6+4D06-.0L 714/:5+ ; “1б,+3.A8 
/-<.1,1M0L8” б:7-/ K+,19-.+ 14.12+ ?0I6121B 6-21,J?00 .+ ;1./0.-./-, M7- 561902+-/ 
17% .+4-,-.0L 5,+.-/A, .1 .+ 7+..AB 818-./ .+<170/4L 8-.-- 1% 1бR-806121M1 304,+ 
7+/+-?-./612.

22ПО A лFTеIAGBS IBлPю F пIF OчCAHFF 0FHCN
4FCлBM ABHIOTDFчеAHвC )RFF (Asia Cooperation Dialogue, ACD) – 8-97:.+617.AB 

I16:8, 41K7+..AB 2 2002 M. 0 2;,J3+JR0B б1,@D0.4/21 4/6+. GK00. ' 8+L 2019 M. 51 
6-K:,@/+/+8 16-B '4/6-30 80.04/612 0.14/6+..A< 7-, 2 )+/+6- бA,0 47-,+.A 1бR0- 
K+L2,-.0L 1б :;6-5,-.00 41/6:7.03-4/2+ 2 ?-,L< 56-71/26+R-.0L ;0б-6:M61K, + /+;9- 1б 
:40,-.00 5617209-.0L 0 K+R0/A 56+2 3-,12-;+31.

БРИ0/ (BRICS) – 8-9M14:7+64/2-..1- 1бP-70.-.0-, 14.12+..1- 2 0J.- 2006 M. 
[6+K0,0-B, Р1440-B, И.70-B 0 )0/+-8 0 2;,J3+JR-- .+ 4-M17.LD.0B 7-.@ 7-2L/@ M14:7+64/2, 
+;/02.1 561720M+-/ 51K0?0J 1б :56+2,-.00 ?0I612A8 5614/6+.4/218 0 1б-45-3-.00 
8-97:.+617.1B ?0I6121B б-K15+4.14/0 3-6-K :4/+.12,-.0- 0 M+6+./0612+.0- 
?0I6121M1 4:2-6-.0/-/+ 4/6+. [20]. '5-62A- C/1/ 560.?05 бA, 1K2:3-. 2 2015 M.32, + 51 
0/1M+8 4+880/+ 2017 M. 4I168:,0612+.A 4128-4/.A- 5,+.A 51 6+K20/0J И)S (0 “1б,+3.A< 
4-620412”, 2 3+4/.14/0), 2;,J3+L 41K7+.0- И.4/0/:/+ б:7:R0< 4-/-B [РИ)( (BRICS Institute 
of Future Networks, BIFNC). S1M7+ 9- 561K2:3+,0 K+L2,-.0L 1 .+8-6-.0L< 51 :4/+.12,-.0J 
8-97:.+617.A< 56+20, 1б-45-3-.0L б-K15+4.14/0 И)S-0.I6+4/6:;/:6A 0 K+R0/A 7+..A<, 
+ /+;9- 51 4128-4/.18: 41K7+.0J б-K15+4.1B 0 .+7-9.1B ;188:.0;+?01..1B 4-/033.

Р-M01.+,@.1- 0./-M6+?01..1- 1бP-70.-.0- )AABLFCLFN MBAOTCIAHв ЮMB-(BAHBчDBS 
)RFF, )/Е)Н (Association of Southeast Asian Nations, ASEAN), 14.12+..1- 2 1967 M., <1/L 0 .- 
2;,J3+-/ 2 421B 14.12.1B 414/+2 )0/+B, /-8 .- 8-.-- 2K+0817-B4/2:-/ 4 .08 2 6+K,03.A< 
I168+/+< G(&G>+ 0 0M6+-/ 2+9.:J 61,@ 2 6-M01.+,@.18 I16:8- '14/13.1+K0+/4;0B 
4+880/ (48. .09-). ' 6+8;+< G(&G> I:.;?01.06:-/ 8.19-4/21 16M+.0K+?01..A< I168+/12 
0 M6:55, 42LK+..A< 4 215614+80 ;0б-6б-K15+4.14/0: )1.I-6-.?0L 80.04/612 G(&G> 51 

29 G7 Hiroshima Leaders’ Communiqué. 20.05.2023. Available at: https://www.mofa.go.jp/policy/economy/summit/hiroshima23/documents/
pdf/Leaders_Communique_01_en.pdf?v20231006 (accessed 19.02.2024).
30 Factsheet on the G7 Partnership for Global Infrastructure and Investment. Available at: https://www.mofa.go.jp/policy/economy/summit/
hiroshima23/documents/pdf/session1_01_en01.pdf (accessed 19.02.2024).
31 Doha Declaration, 16th Ministerial Meeting of the Asia Cooperation Dialogue ‘Partners in Progress’. 01.05.2019. Available at: http://acd-
dialogue.org/ministerial-meeting/16th/Doha-Declaration-Adopted.pdf  (accessed 09.07.2024).
32 Communique of BRICS Ministers of Communications on the Outcomes of the Meeting on ‘Expansion of Cooperation in the Field of 
Communications and ICTs’. 23.10.2015. Available at: http://en.brics2015.ru/load/637860 (accessed 09.07.2024).
33 BRICS Summit Xiamen Declaration. 04.09.2017. Available at: https://brics2023.gov.za/wp-content/uploads/2023/07/170904-xiamen.pdf  
(accessed 09.07.2024).



65

ANALYSIS AND FORECASTING. IMEMO Journal, 2024, № 3

D
EV

EL
O

PM
EN

T 
TR

EN
D

S 
A

N
D

 R
IS

KS
 

;0б-6б-K15+4.14/0 (ASEAN Ministerial Conference on Cybersecurity), E-94-4401..1- 412-R+.0- 
Р-M01.+,@.1M1 I16:8+ G(&G> 51 б-K15+4.14/0 0 0451,@K12+.0J И)S (ASEAN Regional Forum 
Inter-Sessional Meeting on Security of and in the Use of ICT), Z+4-7+.0- 6+б13-B M6:55A 80.04/612 
1б161.A G(&G> 51 ;0б-6б-K15+4.14/0 (ASEAN Defence Ministers Working Group Meeting on Cyber 
Security), F61M6+88+ ;0б-651/-.?0+,+ G(&G> (ASEAN Cyber Capacity Programme)34. 

8CDYCSAGCN BIMCDFRCLFN ABHIOTDFчеAHвC, 8О/ (Shanghai Cooperation 
Organization, SCO) – 8-97:.+617.+L 16M+.0K+?0L, 41K7+..+L 2 0J.- 2001 M. )0/+-8, 
Р1440-B, )+K+<4/+.18, S+790;04/+.18, )A6MAK4/+.18 0 УKб-;04/+.18, ; ;1/161B 51K9- 
56041-70.0,04@ И.70L, F+;04/+. 0 И6+. – 421080 M,+2.A80 K+7+3+80 4/+20/ :;6-5,-.0- 
4/+б0,@.14/0 0 б-K15+4.14/0, 6+K20/0- C;1.1803-4;1M1 41/6:7.03-4/2+, C.-6M-/03-4;1M1 
5+6/.-64/2+, .+:3.1M1 0 ;:,@/:6.1M1 2K+0817-B4/20L. Q-L/-,@.14/@ NО( /+;9- 42LK+.+ 
0 41 4I-61B И)S. S+;, 2 8+- 2023 M. 414/1L,4L H16:8 51 6+K20/0J 0 41/6:7.03-4/2: 2 
1б,+4/0 ?0I612A< /-<.1,1M0B )0/+B–NО( (China – Shanghai Cooperation Organization 
Digital Technology Cooperation and Development Forum), 2 6+8;+< ;1/161M1 бA,1 1/1б6+.1  
37 561-;/12 0 517M1/12,-. “(б16.0; ;-B412 ?0I6121M1 41/6:7.03-4/2+ )0/+L 0 4/6+.  
NО( (2023 M.)”35, 2;,J3+JR0B, .+5608-6, 561-;/ 51 41K7+.0J И..12+?01..1M1 ?-./6+ 
“1б,+3.A< 2A304,-.0B” Y+.;+.M–E-;1.M36. ' .1Lб6- 2023 M. .+ 24/6-3- !6:55A C;45-6/12  
NО( 51 8-97:.+617.1B 0.I168+?01..1B б-K15+4.14/0 1б4:97+,04@ 215614A 
I1680612+.0L 8-97:.+617.1-56+2121M1 6-908+ 6-M:,0612+.0L 0.I168+?01..1M1 
5614/6+.4/2+ 0 21K819.14/0 6+K6+б1/;0 71M1216+ 1 б16@б- 4 0451,@K12+.0-8 И)S 2 
56-4/:5.A< ?-,L<37.

“6FEIBвBS шелGBвыS пOHP” (数字丝绸之路) – 561-;/ )0/+L, 0.0?00612+..AB 2 8+- 
2017 M. 2 6+8;+< О6M+.0K+?00 8-97:.+617.1M1 41/6:7.03-4/2+ N-,;12AB 5:/@ (一带一
路)38, L2,L-/4L, 2-61L/.1, 17.08 0K M,+2.A< 0.4/6:8-./12 6-+,0K+?00 4/6+/-M00 )0/+L 51 
K+.L/0J 08 ,0706:JR0< 51K0?0B 2 M,1б+,@.1B 4I-6- И)S. ' 6+8;+< C/1M1 561-;/+ -R- 6+K 
5173-6;02+-/4L 61,@ )0/+L 2 6-D-.00 4,-7:JR0< K+7+3:

 – 5177-69+.0- ?0I6121M1 6+K20/0L 806121B C;1.180;0;
 – 41;6+R-.0- M,1б+,@.1M1 ?0I6121M1 6+K6A2+;
 – 6+K20/0- M,1б+,@.1M1 :56+2,-.0L 2 4I-6- :56+2,-.0L 7+..A80 0 ?0I612A80 

561?-44+80;
 – I1680612+.0-, 1б:3-.0- 0 6+K20/0- “?0I612A< /+,+./12”39.

22ПО A ABвUеAHDыU OчCAHFеU /8) F 0FHCN
ОIMCDFRCLFN ОKъеTFDеDDыY НCLFS, ООН (United Nations, UN), 41K7+..+L 2  

1945 M. – :.02-64+,@.+L 8-97:.+617.+L 8-956+20/-,@4/2-..+L 16M+.0K+?0L 41  
193 4/6+.+80-:3+4/.0?+80 .+ 4-M17.LD.0B 7-.@, 2-61L/.1, 2 .+08-.@D-B 4/-5-.0 L2,L-/4L 
/1B 8-97:.+617.1B 5,1R+7;1B, 3-6-K ;1/16:J (NG 0 )0/+B 81M:/ 2A41;1CII-;/02.1 
561720M+/@ 421J 512-4/;: 2 4I-6- “1б,+3.A< 4-620412” (51 46+2.-.0J 4 76:M080 
2AD-5-6-304,-..A80 16M+.0K+?0L80 0 70+,1M12A80 5,+/I168+80). S-8 .- 8-.-- 0< 
7-L/-,@.14/@ 2-7-/4L 0 51 C/18: .+56+2,-.0J. G;/:+,@.+ /-8+ 41M,+412+.0L '4-1бP-8,JR-B 
8-97:.+617.1B ;1.2-.?00 1 561/0217-B4/200 0451,@K12+.0J 0.I168+?01..1-
;188:.0;+?01..A< /-<.1,1M0B 2 56-4/:5.A< ?-,L< (Comprehensive International Convention on 
Countering the Use of Information and Communications Technologies for Criminal Purposes), 561-;/ 

34 East Asia Summit Leaders’ Statement on Deepening Cooperation in the Security of ICT and of the Digital Economy. Available at: https://asean.
org/wp-content/uploads/2018/11/EAS-Leaders%E2%80%99-Statement-on-Deepening-Cooperation-in-the-Security-of-ICT-a....pdf (accessed 
09.07.2024).
35 Ruijie Networks Was Invited to Participate in the China-SCO Digital Technology Cooperation and Development Forum. Ruijie Networks, 
31.05.2023. Available at: https://vn.ruijienetworks.com/about/news/scobdc (accessed 16.09.2024).
36 VLB.L1 бA, 2Aб6+. 2 ;+3-4/2- 5608-6+ 41/6:7.03-4/2+ 2 ?0I6121B 4I-6- 8-97: )0/+-8 0 4/6+.+80 NО(. (8.: 菜鸟入选中
国-上合组织国家数字领域合作案例. 12.06.2023. Available at: http://web.archive.org/web/20231129112657/http://it.enorth.com.cn/
system/2023/06/12/054009753.shtml (accessed 29.02.2024).
37 0 &#с=д#н%% ?(,пп@ ABсп=(C)D E0F п) G=Hд,н#()дн)I %нJ)(G#K%)нн)I L=&)п#сн)сC%. E0.04/-64/21 0.14/6+..A< 7-, 
Р1440B4;1B H-7-6+?00. 21.11.2023. Available at: https://www.mid.ru/ru/foreign_policy/rso/1916398/ (accessed 29.02.2024).
38 Full Text of President Xi’s Speech at Opening of Belt and Road Forum. Xinhua, 14.05.2017. Available at: http://www.xinhuanet.com/
english/2017-05/14/c_136282982.htm (accessed 27.02.2024).
39 V0I6121B D-,;12AB 5:/@ :4;16L-/ 817-6.0K+?0J 806+. (8.: 数字丝绸之路加速世界现代化 - 中国一带一路网. 30.11.2023. 
Available at: https://www.yidaiyilu.gov.cn/p/0RRKAALU.html (accessed 28.02.2024).
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Я ;1/161B Р1440B4;+L H-7-6+?0L 517+,+ 2 !-.-6+,@.:J G44+8б,-J ОО> 2 2017 M. X/1/ 561-;/ 
.- 417-690/ 56L81M1 :;+K+.0L .+ О(, /+; ;+; И)S 6+448+/602+-/4L 2 ?-,18 ;+; 0.4/6:8-./ 
;0б-656-4/:5,-.0B40. F6-74/+20/-,0 (56+20/-,@4/2+ 0 1бR-4/2-..A- 16M+.0K+?00) 
(NG, '-,0;1б60/+.00, &( 0 1/7-,@.A< 4/6+. Y+/0.4;1B G8-60;0 0 GK00 2A4;+KA2+J/ 
15+4-.0-, 3/1 560.L/0- 71;:8-./+ 2 /-;:R-B 6-7+;?00 819-/ 7+/@ K+;1..A- 14.12+.0L 
1/7-,@.A8 4/6+.+8 ;6080.+,0K0612+/@ 1.,+B.-;1./-./ 0 1M6+.0302+/@ 421б17: 4,12+, 
56-4,-712+/@ 9:6.+,04/12, +;/0204/12 0 51,0/03-4;:J 1551K0?0J [21]. И6+. K+L2,L-/, 3/1 
56-7,19-..AB 561-;/ .- L2,L-/4L 71M121618 1 56+2+< 3-,12-;+, 0 4,-7:-/ 0451,@K12+/@ 
517<17, +.+,1M03.AB )1.2-.?00 ОО> 561/02 ;166:5?00, – /1 -4/@ .- 2;,J3+/@ 44A,;0 .+ 
56+2+ 3-,12-;+41. Р1440L 56-7,+M+,+ ;6080.+,0K0612+/@ 23 207+ ;0б-656-4/:5,-.0B, 0 
561-;/ )1.2-.?00 бA, 5177-69+. )0/+-8 2 -M1 0K.+3+,@.1B 6-7+;?00, 17.+;1 2 514,-7.-B 
6-7+;?00 (.+ 818-./ 517M1/12;0 4/+/@0) 14/+,14@ 11 20712 56-4/:5,-.0B42.

(BAHBчDBCRFCHAGFS ACUUFH (East Asia Summit, EAS), 41K7+..AB 2 2005 M., 
0K.+3+,@.1 2;,J3+, )0/+B, + (NG (0 Р1440L) 56041-70.0,04@ ; .-I168+,@.18: 
I16:8: ,07-612 16 M14:7+64/2 '14/13.1B 0 TM1-'14/13.1B GK00, ;1/16AB 16M+.0K:-/ 
-9-M17.:J 24/6-3: 2 2-6<+<, 2 2011 M.43 ' 1;/Lб6- 2018 M. бA,1 15:б,0;12+.1 “Z+L2,-.0- 
,07-612 '14/13.1+K0+/4;1M1 4+880/+ 51 :M,:б,-.0J 41/6:7.03-4/2+ 2 1б,+4/0 
б-K15+4.14/0 0.I168+?01..1-;188:.0;+?01..A< /-<.1,1M0B 0 ?0I6121B C;1.180;0” 
4 :;+K+.0-8 .+ 0451,@K12+.0- 6-K:,@/+/12 6+б1/A C;45-6/.A< M6:55 G(&G>, + /+;9- 
47-,+.1 K+L2,-.0- 1 .-1б<170814/0 41K7+.0L 1/;6A/1B, б-K15+4.1B, 4/+б0,@.1B, 
714/:5.1B 0 806.1B 46-7A И)S44. F1 0/1M+8 18-B 24/6-30, 561D-7D-B 2 4-./Lб6-  
2023 M. 2 И.71.-K00 бA,1 47-,+.1 K+L2,-.0-, 2 ;1/1618, 518081 5613-M1, 5173-6;02+,+4@ 
2+9.14/@ 6+K6+б1/;0 “б1,-- 1R:/08A<” 561-;/12 42LK0, + /+;9- 56+;/03-4;0 4,121 2 4,121 
512/16L,14@ K+L2,-.0- 2018 M. 1 “41K7+.00 1/;6A/1B, б-K15+4.1B… 46-7A И)S”45.

)RFCHAGB-1FYBBGеCDAGBе WGBDBUFчеAGBе ABHIOTDFчеAHвB, )1Э/ (Asia-
Paci3c Economic Cooperation, APEC), I16:8 1/;6A/1M1 6-M01.+,0K8+, 41K7+..AB 2  
1989 M. 0 2;,J3+JR0B .+ 4-M17.LD.0B 7-.@ 21 4/6+.:, :7-,L-/ 141б1- 2.08+.0- /-8- 
6-M:,0612+.0L О(. ' .1Lб6- 2017 M. (5-?0+,@.+L 6:;1217LR+L M6:55+ 51 0./-6.-/-C;1.180;- 
(Ad Hoc Steering Group on Internet Economy) 15:б,0;12+,+ “Q1619.:J ;+6/: GSX( 51 0./-6.-/: 
0 ?0I6121B C;1.180;-” (APEC Internet and Digital Economy Roadmap), 2 ;1/161B 17.08 0K 
;,J3-2A< .+56+2,-.0B :4/+.+2,02+-/4L 417-B4/20- 41M,+412+..14/0 0 41/6:7.03-4/2: 
517<1712 ; 6-M:,0612+.0J 0./-6.-/+ 0 ?0I6121B C;1.180;0 560 41б,J7-.00 2.:/6-..-M1 
K+;1.17+/-,@4/2+ M14:7+64/246. ' +2M:4/- 2023 M. Р+б13+L M6:55+ GSX( 51 /-,-;188:.0;+?0L8 
0 0.I168+?00 (APEC Telecommunications and Information Working Group, TELWG) 15:б,0;12+,+ 
“Р-;18-.7+?00 51 1б,+3.1B /6+.4I168+?00 2 GSX(” (Recommendations for Cloud Transformation 
in APEC). Р-;18-.7+?00, 2 3+4/.14/0, 412-/:J/ 4/6+.+8-:3+4/.0?+8 3-/;1 156-7-,0/@ 
61,0 0 1бLK+..14/0 16M+.0K+?0B, 56-714/+2,LJR0< О( (.+5608-6, ;1./61,-6A 7+..A< 0 
1б6+б1/30;0 7+..A<), 0 6:;1217LR0- 560.?05A 1б-45-3-.0L ;1.I07-.?0+,@.14/0 7+..A<; 
+ /+;9- 5608-.L/@ 56+20,+ 6-M:,0612+.0L, ;1/16A- 411/2-/4/2:J/ 421-8: .+K.+3-.0J, 

40 M)нD=нK%N 0(г#н%&#K%% 0LO=д%н=нн@P 2#K%I ) п()C%D)д=IсCD%% %сп)$Q&)D#н%R %нJ)(G#K%)нн)-B)GG,н%B#K%)нн@P 
C=Pн)$)г%I D п(=сC,пн@P K=$NP. ОО>. 29.06.2021. Available at: https://www.unodc.org/documents/Cybercrime/AdHocCommittee/
Comments/RF_28_July_2021_-_R.pdf (accessed 09.07.2024).
41 A Dream Deferred or a Near Miss? UN Committee Postpones Decision on Cybercrime Convention. Global Initiative Against Transnational 
Organized Crime. Available at: https://globalinitiative.net/analysis/un-committee-postpones-decision-cybercrime-convention/ (accessed 
19.02.2024).
42 _-6.-.;1 &. F17 4/+/@J 5172-,0 .- 24e. Р1440L .-7121,@.+ 561-;/18 )1.2-.?00 ОО> 51 б16@б- 4 ;0б-656-4/:5.14/@J. 
M)GG=(с#нCO, 12.01.2024. Available at: https://www.kommersant.ru/doc/6452715 (accessed 09.07.2024).
43 '14/13.1+K0+/4;0B 4+880/ L2,L-/4L 5,1R+7;1B 7,L 70+,1M+ M,+2 M14:7+64/2 0 56+20/-,@4/2 4/6+. 6-M01.+ 51 D061;18: ;6:M: 
51,0/03-4;0< 0 C;1.1803-4;0< 21561412, 56-74/+2,LJR0< 1бR0B 0./-6-4. '4/6-30 2 /+;18 I168+/- 561217L/4L -9-M17.1 2 
5602LK;- ; 8-61560L/0L8 G(&G> .+ 2A4D-8 :612.-. (1б4/2-..1M1 4-;6-/+60+/+ : I16:8+ .-/, -M1 I:.;?00 2A51,.L-/ (-;6-/+60+/ 
G(&G>. '4- 6-D-.0L .+ 4+880/+< 560.08+J/4L ;1.4-.4:418.
44 East Asia Summit Leaders’ Statement on Deepening Cooperation in the Security of ICT and of the Digital Economy. Available at: https://asean.
org/wp-content/uploads/2018/11/EAS-Leaders%E2%80%99-Statement-on-Deepening-Cooperation-in-the-Security-of-ICT-a....pdf (accessed 
09.07.2024).
45 Chairman’s Statement of the 18th East Asia Summit.  ASEAN. 07.09.2023. Available at: https://www.mofa.go.jp/3les/100551492.pdf (accessed 
09.07.2024).
46 APEC Internet and Digital Economy Roadmap. APEC. 24.10.2017. Available at: https://www.apec.org/docs/default-source/Groups/ECSG/17_
csom_006.pdf (accessed 09.07.2024).
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561K6+3.A, ;1./61,06:-8A 0 14.12+.A .+ 71;+K+/-,@4/2+<47. 

ГIOппC TвCTLCHF (G20), 41K7+..+L 2 1999 M. 0 2;,J3+JR+L 19 4/6+.-:3+4/.0?, .+  
18 4+880/-, 561D-7D-8 2 И.700 2 4-./Lб6- 2023 M., .-481/6L .+ .+,030- 1/7-,@.1M1 /6-;+ 
“S-<.1,1M03-4;+L /6+.4I168+?0L 0 ?0I612+L 1бR-4/2-..+L 0.I6+4/6:;/:6+”, 1M6+.0302+-/4L 
/1,@;1 1бR080 K+L2,-.0L80 1 2+9.14/0 7+..1B /-8A. S-8 .- 8-.-- 2 -- 7-;,+6+?0L< 
5614,-902+-/4L .-;0B /6-.7, 1бR0B 4 1504+..A80 2AD- K+L2,-.0L80, ;1/16AB /+;08 1б6+K18 
<161D1 6-KJ806:-/ +;/:+,@.:J 512-4/;: (0 .-L2.1- 561/0216-30-): “EA 560K.+-8 2+9.14/@ 
.+7-9.1M1 421б17.1M1 /6+.4M6+.03.1M1 51/1;+ 7+..A<, 41б,J7+L 560 C/18 5608-.08A- 
56+212A- 6+8;0”48.

ОKVее F BABKеDDBе в UеXTODCIBTDBS TеNHелPDBAHF /8) F 0НР
' 3+4/0 I1680612+.0L 0 6-+,0K+?00 8-97:.+617.1B 0.4/0/:?01.+,@.1B 40,A 

(NG 0 )0/+B /+;9- 08-J/ ;+; 1бR0-, /+; 0 141б-..A- 3-6/A. ОбR0- <+6+;/-604/0;0 
7-L/-,@.14/0 72:< 4/6+. 819.1 517A/190/@ 17.08 5:.;/18: +;/02.1- :3+4/0- ;+; 2 
4:R-4/2:JR0< 8-97:.+617.A< 16M+.0K+?0L< 0 I16:8+<, /+; 0 41K7+.0- .12A<, M7- 
8.1M1;6+/.1 5173-6;02+-/4L 2+9.14/@ 72:< б1,@D0< 0 2K+08142LK+..A< /-8 – 2,0L.0L 
И)S (0 2 3+4/.14/0, “1б,+3.A< 4-620412”) .+ 8-97:.+617.A- 1/.1D-.0L 0 561б,-8A 
8-97:.+617.1M1 6-M:,0612+.0L C/1B 4I-6A.

О7.+;1 6+448+/602+-8A- 4/6+.A 40,@.1 1/,03+J/4L 2 5,+.- .+51,.-.0L 421-B 
512-4/;0 8-97:.+617.1M1 41/6:7.03-4/2+. 

'1-5-62A<, (NG бó,@D:J 3+4/@ 421-M1 2.08+.0L 0 :40,0B :7-,LJ/ 08-..1 
21-..1B 4I-6- (;0б-6:M61KA, ;0б-6+/+;0, ;0б-6D501.+9, ;0б-6б-K15+4.14/@, 21-..1- 
;0б-65,+.0612+.0- 0 /.7.), 2 /1 26-8L ;+; )0/+B 7-B4/2:-/ 51 24-8: I61./: 21561412, 
K+/6+M02+-8A< 5-6-712A8 6+K20/0-8 И)S (C;1.1803-4;0B, 21-..1-51,0/03-4;0B, 
;:,@/:6.AB 0 .168+/02.1-56+2121B). 

'1-2/16A<, '+D0.M/1. 561720M+-/ “,0б-6+,@.AB” 517<17 (421б17.AB 51/1; 7+..A< 
0 0.I168+?00) ; 8-97:.+617.18: C;1.1803-4;18: ;0б-641/6:7.03-4/2: ;+; -70.AB 
“4/+.7+6/”, ; ;1/1618: 71,9.A 4/6-80/@4L 24- 4/6+.A, + F-;0. 4/+20/ 517 215614 
:.02-64+,@.14/@ /+;0< “56+20,”, ;60/0;:L 0< .-51,.1/: 0 .-17.1K.+3.:J /6+;/12;:, 0 
+;/02.1 2A4/:5+-/ K+ 41K7+.0- .12A< 56+20,, :30/A2+JR0< K+;1..A- 0./-6-4A 24-< 
:3+4/.0;12.

'-/6-/@0<, (1-70.-..A- N/+/A 2 K.+30/-,@.1B 4/-5-.0 1506+J/4L .+ 3+4/.A- 
;185+.00 0 1бR-4/2-..A- 16M+.0K+?00 (561720M+L “421б17:” ;+; M,+2.1- 8-60,1), 2 /1 
26-8L ;+; )0/+B M,+2.A8 1б6+K18 1б6+R+-/4L ; .+?01.+,@.A8 56+20/-,@4/2+8 (+5-,,06:L 
; “4:2-6-.0/-/:”).

'-3-/2-6/A<, (NG, :9- 1б,+7+L M,1б+,@.A8 7180.0612+.0-8 2 4I-6- О(, 5A/+J/4L 
41<6+.0/@ 421J 51K0?0J, + )>Р 561720M+-/ 41б4/2-..A- 4/+.7+6/A .+ 8-97:.+617.18 
:612.- 0 D061;1 6-+,0K:-/ ;6:5.A- 0.I6+4/6:;/:6.A- И)S-561-;/A, /-8 4+8A8 71б02+L4@ 
7,L 4-бL ,07-64/2+ ;+; 2 5614/6+.4/2-..18 0K8-6-.00, /+; 0 /-<.1,1M03-4;0< 4I-6+<.

'-5L/A<, (NG б1,@D- 41/6:7.03+J/ 41 4/6+.+80, ;1/16A- б,0K;0 08 ;:,@/:6.1, 
C;1.1803-4;0 0 51,0/03-4;0 ()+.+7+, '-,0;1б60/+.0L, M14:7+64/2+ &(, G24/6+,0L), + 
)0/+B – 4 13-.@ 6+K.A80 4/6+.+80 ([РИ)(). ' C/1B 42LK0 : )>Р 21K.0;+-/ 51/-.?0+,@.1 
б1,@D0B 604; 6+K.1M,+40B 41 421080 8-97:.+617.A80 5+6/.-6+80, .1 560 C/18 0 6+4/-/ 
D+.4 2A6+б1/+/@ 7-B4/20/-,@.1 :.02-64+,@.A- 517<17A 2 M,1б+,@.18 8+4D/+б-.

47 TELWG Recommendations for Cloud Transformation in APEC. APEC. 15.08.2023. Available at: https://mddb.apec.org//Documents/2023/SCE/
SCE3/23_sce3_006.pdf (accessed 09.07.2024).
48 G20 New Delhi Leaders’ Declaration. New Delhi, 9–10 September 2023. Available at: http://www.g20.utoronto.ca/2023/G20-New-Delhi-
Leaders-Declaration.pdf (accessed 19.02.2024).
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Я ПРОГНОZ Р)Z(И1ИЯ /JЕР- РЕГУЛИРО()НИЯ  
“ОБЛ),Н-. /ЕР(И/О(”

G.+,0K06:-8:J 404/-8: 4,19.1 561M.1K0612+/@, /+; ;+; 1.+ L2,L-/4L 8.1M1:612.-21B 
0 8.1M1I+;/16.1B, 1/ 3-M1 2 K.+30/-,@.1B 4/-5-.0 K+2040/ -- 0K8-.-.0- 2 б:7:R-8. G2/16 
1504A2+-/ C/0 I+;/16A 0 :612.0, 7+-/ 0K1,0612+..AB 561M.1K 7,L ;+971M1 0K .0<, 156-7-,L-/ 
;,J3-21B /6-.7 0 .+ C/18 14.12+.00 56-74/+2,L-/ 2-61L/.A- 4?-.+600 6+K20/0L.

0лючевые ECGHBIы ICRвFHFN 8-97:.+617.1B 404/-8A 6-M:,0612+.0L 2 4I-6- О(.

1. РCRвFHFе HеYDBлBMFF “BKлCчDыY AеIвFABв”
Р+K20/0- О( ;+; /-<.1,1M0L 0 ?0I6121B 5617:;/ (И)S-6-D-.0-) 4 2A41;1B 4/-5-.@J 

2-61L/.14/0 560.?050+,@.1 .- 518-.L-/4L: б:7:/ 51L2,L/@4L .12A- 8-/17A 5-6-7+30 
7+..A<, 15/080K0612+..A- /-<.1,1M00 1б6+б1/;0 0 <6+.-.0L 7+..A<, 560.08+/@4L .12A- 
4/+.7+6/A, .1 ;1.?-5/:+,@.+L 817-,@ :7+,-..1M1 2A51,.-.0L 561M6+88 0 <6+.-.0L 
7+..A< .- 0K8-.0/4L. S-8 .- 8-.-- 2A41;12-61L/.1, 3/1 б051,L6.+L /-<.1,1M03-4;+L 
;1.;:6-.?0L б:7-/ 41<6+.L/@4L.

S+;9- 2A41;12-61L/.1, 3/1 /-.7-.?0L 6+K20/0L О( ;+; 0.4/6:8-./+ ?0I6120K+?00 
41?0+,@.1-C;1.1803-4;0< 561?-4412 56171,90/4L, 0 24- б1,@D- /+;0< 561?-4412 б:7:/ 
1?0I612+.A ;+; 6+K 4 0451,@K12+.0-8 О(.

'A41;12-61L/.1, 3/1 О( ;+; 21-..1-51,0/03-4;0B 0.4/6:8-./ б:7:/ -R- D06- 
0 +;/02.-- 0451,@K12+/@4L 7,L 0.I168+?01..A< ;+85+.0B, D501.+9+, 21-..1M1 
21K7-B4/20L 0 51,0/03-4;1M1 560.:97-.0L, 3/1 2AK2+.1 2AD-:518L.:/A8 560.?0518 0< 
I:.;?01.0612+.0L (:7+,-..1- 2A51,.-.0- 561M6+88 0 714/:5 ; .08 3-6-K 4-/@).

( 2A41;1B 4/-5-.@J 2-61L/.14/0 6+K20/0- .12A< 8-/1712 6-M:,0612+.0L б:7-/ 
56104<170/@ 5+6+,,-,@.1 4 6+K20/0-8 45141б12 5612-7-.0L ;0б-6+/+; (2 D061;18 
48A4,-).

2. 1ICDAEBIUCLFN UFIBвBMB пBINTGC
'A41;12-61L/.1, 3/1 (NG 0 )0/+B б:7:/ 14/+2+/@4L M,1б+,@.A80 ,07-6+80 0 

?-./6+80 8-97:.+617.1B M6+20/+?00 21 24-< 4I-6+< (/-<.1,1M03-4;1B, C;1.1803-4;1B, 
51,0/03-4;1B, 21-..1B). )1.I,0;/.14/@ 8-97: .080 б:7-/ 6+4/0, + :612-.@ 561/0214/1L.0L 
(NG 0 )0/+L – 512AD+/@4L. >+6L7: 4 C/08 б:7-/ :40,02+/@4L 4/6-8,-.0- 0 76:M0< 4/6+. ; 
:2-,03-.0J 0< 61,0 0 2,0L.0L .+ I16:8+< M,1б+,@.1M1 :56+2,-.0L. '-61L/.1, /-;:R+L 
404/-8+ I:.;?01.0612+.0L ОО> ;+; :.02-64+,@.1B 8-97:.+617.1B 5,1R+7;0 714/09-.0L 
8-97:.+617.1M1 ;1.4-.4:4+ б:7-/ 24- 8-.-- CII-;/02.1 456+2,L/@4L 41 421-B K+7+3-B.

6еDHICлPDыS HIеDT 156-7-,L-/ 561?-44A, ;1/16A- 4 2A41;1B 71,-B 2-61L/.14/0 
б:7:/ 561/-;+/@ 560 56130< 6+2.A< :4,120L< (/1 -4/@ 2.- K+2040814/0 1/ 2+60+/02.14/0 
1504+..A< 2AD- I+;/1612). G2/16 7-,+-/ 56-751,19-.0-, 3/1 170. 0K .+0б1,-- 
4:R-4/2-..A< 6-4:6412 б:7:R-M1 6+K20/0L (NG 0 )0/+L – C/1 !,1б+,@.AB TM, + б16@б+ K+ 
7180.0612+.0- 2 C/18 6-M01.- 4/+.-/ ?-./6+,@.A8 /6-.718 +.+,0K06:-81B 404/-8A. '.- 
K+2040814/0 1/ 6-+,0K+?00 ;1.;6-/.1M1 4?-.+60L (NG 0 )0/+B б:7:/ :7-,L/@ б1,@D1- 
2.08+.0- 6+K20/0J ;6:5.A< 561-;/12 0.I168+?01..1B 0.I6+4/6:;/:6A, 5617209-.0J 
4210< И)S-;185+.0B 0 “5177-69+.0J ;0б-6б-K15+4.14/0” .+ !,1б+,@.18 TM-.

(еIBNHDые ALеDCIFF ICRвFHFN, 51 8.-.0J +2/16+, M,+2.A8 1б6+K18 156-7-,LJ/4L 
(46-70 24-< 2AD-5-6-304,-..A< I+;/1612) 21K819.14/@J 714/09-.0L M,1б+,@.1M1 
;1.4-.4:4+ 2 ?-,18 0 б:7:R08 ОО> ;+; 8-97:.+617.1B 5,1R+7;0 7,L -M1 714/09-.0L, 2 
3+4/.14/0. 

/LеDCIFS “). 0BDAеDAOA Dе TBAHFMCеHAN” (56171,9-.0- /-;:R-B 40/:+?00), 560 
;1/161B ;1.;:6-.?0L 08--/ 56-08:R-4/2-..1 51,0/03-4;0B <+6+;/-6, :2-,0302+J/4L 
604;0 I6+M8-./+?00 0./-6.-/+, 56104<170/ 702-6M-.?0L /-<.03-4;0< 4/+.7+6/12, 6+4/-/ 
2-61L/.14/@ 7-4/6:;/02.A< 7-B4/20B, 2;,J3+L 5608-.-.0- “1б,+3.A< 4-620412” 2 21-..A< 
?-,L<.
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